US009424156B2

a2 United States Patent

Slik

US 9,424,156 B2
Aug. 23, 2016

(10) Patent No.:
(45) Date of Patent:

(54)

(71)
(72)
(73)

")

@

(22)

(65)

(1)

(52)

(58)

IDENTIFYING A POTENTIAL FAILURE
EVENT FOR A DATA STORAGE DEVICE

Applicant: NetApp, Inc., Sunnyvale, CA (US)

Inventor: David Slik, Burnaby (CA)

Assignee: NetApp, Inc., Sunnyvale, CA (US)

Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 159 days.

Appl. No.: 14/276,453

Filed: May 13, 2014

Prior Publication Data

US 2015/0331774 Al Now. 19, 2015

Int. Cl1.
GO6F 11/00
GO6F 1130
GO6F 1120
GO6F 11/14
GO6F 11/34
GO6F 3/06
GO6r 1107
U.S. CL
CPC

(2006.01)
(2006.01)
(2006.01)
(2006.01)
(2006.01)
(2006.01)
(2006.01)

GOGF 11/3034 (2013.01); GOGF 3/06
(2013.01); GOGF 11/0703 (2013.01); GO6F
11/1451 (2013.01); GOGF 11/2058 (2013.01);
GOGF 11/2069 (2013.01); GOGF 11/3452
(2013.01); GOGF 11/3471 (2013.01); GO6F
11/3089 (2013.01); GO6F 2201/81 (2013.01);
GOGF 2201/84 (2013.01); GOG6F 2201/855
(2013.01); GO6F 2201/86 (2013.01); GO6F
2201/88 (2013.01)

Field of Classification Search
CPC GOGF 11/3034; GOGF 11/3452; GOGF
11/0727; GOGF 11/0754; GOGF 11/076;
GOG6F 11/0766; GOGF 11/0793
See application file for complete search history.

300

(56) References Cited

U.S. PATENT DOCUMENTS

6,460,151 B1* 10/2002 Warwick ............... GO6F 11/008
714/57
7,191,283 B2 3/2007 Amemiya et al.
7,380,088 B2 5/2008 Wang et al.
7,917,810 B2 3/2011 Piszczek et al.
7,971,023 B2* 6/2011 Cheng .......c....... GOGF 11/3419
711/104
8,244,974 B2* 82012 Keohane ............. GO6F 11/2069
T11/112
8,738,724 B2 5/2014 Bernstein et al.
8,751,463 Bl 6/2014 Chamness
8,949,863 Bl * 2/2015 Coatney .............. GOG6F 11/0766
714/43
9,047,017 Bl 6/2015 Dolan et al.
2005/0216523 Al 9/2005 Sakaguchi et al.
(Continued)

FOREIGN PATENT DOCUMENTS

WO 2007014296 A2 2/2007

WO 2014025820 A2 2/2014

WO 2014025821 A2 2/2014
OTHER PUBLICATIONS

International Search Report and Written Opinion for Application No.
PCT/US2015/030663 mailed on Oct. 28, 2015, 41 pages.

Primary Examiner — Michael Maskulinski
(74) Attorney, Agent, or Firm — Gilliam IP PLLC

(57) ABSTRACT

A storage access request is received. A data storage device is
identified as being targeted by the storage access request. The
data storage device is located in an enclosure that includes
two or more data storage devices, including the data storage
device. An access operation is performed in accordance with
the storage access request on the data storage device. A record
of'a fault sensor assigned to the data storage device is updated
based at least partly on monitoring the performing of the
access operation.

20 Claims, 14 Drawing Sheets

Fronk-End
Network
Manager

210

X "y

Data Range
Processor

Data Range
Processor

Data Range
Processor

Active Active Active

R
v ¥
Data Range Data Rangs Data Range
Processor Processor Pracessor
302 R 32
308
= Active Active Active
off off off
off off off
off off off
off off oft
Off off off
304 T3 204
v
308 306 308

[ on off off

[ or o of

[ or onf of

[ o off off

[ or off o
" D s D am
308 308 08




US 9,424,156 B2

Page 2
(56) References Cited 2010/0281077 A1 11/2010 Lillibridge et al.
2010/0313044 Al 12/2010 Rajpal et al.
U.S. PATENT DOCUMENTS 2011/0231625 Al 9/2011 Shalev etal.
2012/0023292 Al 1/2012 Saito et al.
2006/0253674 A1* 11/2006 Zohar ... GOGF 11/0793 2013/0013652 Al 1/2013 Gupta et al.
711/165 2013/0132767 Al 5/2013 Ninose
2007/0109883 Al*  5/2007 EIliott ...cccooomrnrrece, GOGF 3/0605 2013/0318052 Al 11/2013  Amit et al.
365/200 2014/0122441 Al 5/2014 Vervaet et al.
2007/0260609 Al 11/2007 Tulyani 2014/0201576 AL*  7/2014 WU oo, GOGF 11/3058
2008/0034156 Al 2/2008 Kawaguchi et al. 714/47.2
2008/0126357 Al 5/2008 Casanova et al. 2014/0293765 Al 10/2014 Gokita
2008/0313241 Al  12/2008 Lietal. 2014/0298061 Al  10/2014 Volvovski et al.
2009/0063883 Al 3/2009 Mori
2010/0138702 Al* 6/2010 Mamata ............. GOGF 11/0775

714/54

* cited by examiner



U.S. Patent Aug. 23,2016 Sheet 1 of 14 US 9,424,156 B2

L
S S
3 1O

FIG. 14

104

104

108

00

Mo 7



U.S. Patent Aug. 23,2016 Sheet 2 of 14 US 9,424,156 B2

N
FIG. IB

112

102 7

00



US 9,424,156 B2

Sheet 3 of 14

Aug. 23, 2016

U.S. Patent

150

162

ECCECGECECEECEEE)

EEEEEEECEEEETER)

i lind

E
E
@MMﬁ@@@@@mﬁﬁﬁﬁﬁ/ﬁﬁ/
E

ininmn

EEEEECEEEEEECEE!

/

164
(Y-

162

FIG. IC



US 9,424,156 B2

Sheet 4 of 14

Aug. 23, 2016

U.S. Patent

007 obpuuen seonec-ebeinis-eie-oiIdnning

[1%4
5801A8(]

alfriolg viR

$1e

SaosLsIu obrios

4/

n:N

4/

IR

sk

¢ DIA
212 2éc
wswebeuepy | JSII0JUCD
JBMOH sbeioig
; o
sinpopy BuIssad0ud
UOHBSIUNUILOD
s g1ed

204 Used 100y

gre
WDISAS
uonesadp

GO7 Aowspy isuonesadl

[ (44

idY
S8R00Y 8120




£ DI

US 9,424,156 B2

Sheet 5 of 14

S 80¢

Aug. 23, 2016

U.S. Patent

30e aur ooe 90¢ 90¢ 908
T T . T . V0T W TOE
HO HO HO HG HO HO
#40O HO HO HO HO HO
BO HO HG iy HO 14O
#0 #O BO HO HO HO
HO HO HO HO HO #O
BAIOY BAI0Y DAY SAROY BAHOY BNIOY
Z0e 208 FAVY A FAS AU
10858004 08520044 JOSSO00I] 108580014 08880014 10858301
abury eleq abuey BlEq abuey 2eq sbuey e1ec sBuey eleq afuey ejen]
h E L4 P 4
e
- y %
ore ///
sebeusy W MIOMIBHN
SIOMIBN T \A Yy
U0 /
£ ; le gcle
enD enD

00e



US 9,424,156 B2

Sheet 6 of 14

Aug. 23, 2016

U.S. Patent

N wslsAsgng sbeimg

¢ weisAsgng sfeiog

A

%

é@é\?
cee

o

o
e

i

&
&

L

_weshsgng
UV pug juoi

R AN N R Ak A B AR A A8 St AR A AR AL AR W AT 8 AR A AR A A5 I8 AR A AR RA S WA LA a8 AR AR R AN S A7 LR AR AR R AR R U A R A AR e

idy efiuey

TEE (44
‘dnpag Busutig “dnpeq
(247
comg.@,u:m uoissalduios
wswbeiy
9y giv
Siv
Buipod i | isuueld suediy
sunsess wswbes ouyadid
SHAAR
UEHEIO ao% v
452 waly @mﬁw mom%wwwcmz
asedsaurep iy Bfi4
juousbel ssnpngs Buiddepy A

ESANG

1

SOsRoI

1OB0I0 of

00y




US 9,424,156 B2

Sheet 7 of 14

Aug. 23, 2016

U.S. Patent

adivey
UOIBLLIOISUR] L

Bl

§ B4

218 W8I pnoin ‘ede

souopcodsl 0} ssiadsi

abzicia
gispeiep _/
O bk - Y4? =<1t
8eg hoke] w,u.m;%amcxmz
wistbely
X
188nbay
jeastliay
uswibeid
424
P Jsluzid
adioay peoy %
UCHPLIOISURS |

0718 7 108l00

41
1SLBIE -
w_,hwhm&ommm BB w
JHILOBTY 3L
Buuepiol 2. 2.2 X
it
\\A\ oS gl e
1454 A ER sy
S8 1a 218 enany
Gigi2igis g
Zlgigiain S
s I Y = m o bt
A &
vary Guibess ey goly cubels  O718 9 108H0
nowbeiy Pee 785008 8169 9L8 wala0/eid
] sBing B s 120
o728 wopdswey KT 4
pelield g {000104
HS 8y6 056 T84 v4Y
T 018 % 18laQ
LL] [
) m”cu 3 2
DO R Gl ey TRE
gisigiclg ove 208
N = m m 5 SRany % B 4l
l\\. SISIEIZS pesy D
o fa) ==
= =40
7v5 @ o
EEE 5 SieBBEd
0By
3040
018 % Wela0
0%




U.S. Patent

8600

Aug. 23,2016 Sheet 8 of 14

Assigning data storage
devices across cartridges
as a synchronized spin
group

T 602

y

Initiating a deduplication
fask targeted to access at
least a portion of g storage
aggregate corresponding

o the synchronized spin

group

T 804

sending a méssage 0 he
cartridges o immediately
activate the data storage
devices in the
synchironized spin groun

T 606

Performing the
deduplication task

T 808

FIG. 6

US 9,424,156 B2



U.S. Patent

700

Aug. 23, 2016

Sheet 9 of 14

Assigning data storage
davices across cartridges
as a synchronized spin
group based at least partly
on a wrile request

Y

Performing erasure cading

on the payload data of the

write request to generate
data fragmesnis

Y

Storing the data fragments
in member data slorage
devices of the
synchronized spin group

¥

Storing an association
between the payload data
and the synchronized spin

group

Sending a rgquesi o e
cartridges to immediately
activate the member data
storage devices in
response fo a read request

Receiving at least a subsst
of the data fragmenis

¥

Erasure decode the subset
o reconstruct a contiguous
data range

FIG. 7

US 9,424,156 B2

702

704

708

710

712

714



US 9,424,156 B2

Sheet 10 of 14

Aug. 23, 2016

U.S. Patent

8 OIA

F10G sueg sinsopus obeime
Irie Gbig Opis  9yig ﬂ&.w
ﬂ.i......m mn\.} w\..\.uk..... wh\vaM i
i i
{
i pemm— -
T Om ’ PGS | 1oelgo eeg o m arais)
(ﬁ\\\\? ,f..n.v\x Y, b g uwsisfsgng 1wenbay peayy _
2018 : louz-miosd shaiog * -y R
= I
4808 |
b e o e
snany ‘hey
2018 — | | dd BABABRARA DA | ] e
froom e e %
| rog | welao eeg o | 7]
m v Wayshsang wenhes peey m
i 5 pus-uoLy ofeiolg ¢ \i\\ | VLSO
w vo08 |
- x b e e o o
w018 " w
_ ¢ Vs
w anent) ‘boy
518 R

008



U.S. Patent

o0

//"‘“ 912

Aug. 23, 2016

Sheet 11 of 14

US 9,424,156 B2

e

Receiving a storage
access requast

T 802

y

ldentifying which data
storage device is the target
of the slorage access
raquest

T 804

A

Updating a record of a
lifespan consumption
meter for the data storage
device

T 006

¥

Calculaling a risk factor for
fallure associated with
each data storage device
based at least in part on
the record of the lifespan
consumption metar

TN 808

Initiating a data protection
process in response (o
determining that the risk
factor surpasses the
threshold

=

Determining whether the
risk factor for each data
storage device surpasses
a threshold

TN 810

FiG. 9



U.S. Patent

Aug. 23, 2016

1000

//"‘“ 1012

Sheet 12 of 14

US 9,424,156 B2

Receiving a storage
access request at a
cartridge

T 1002

X

Executing the storage
acesss reguest in the
cartridge

1004

¥

Updating a record of a fault
sensor for a data sforage
device

TN 1008

h:d

Calculaling a risk factor for
fallure associated with
each data storage device
based at least in part on
the record of the fault
sensor

TN AG08

Initiating a data protection
process in response (o
determining that the risk g

factor surpasses the
threshold

Determining whether the
risk factor for each data
storage device surpasses
a threshold

TN 4010

FiIG. 10



U.S. Patent Aug. 23,2016 Sheet 13 of 14 US 9,424,156 B2

1100

Initiating a plurality of
power supply iokens in a
token pool

TS 1102

Y

Checking out, by a first
cartridge, a first token 77~ 1104
from the plurality of
power supply tokens

¥

Activating one of data
storage devicaes of the first 7 ™ 1106
cartridge

Relsasing the first token 7~ 1408
when the aclivation
completas

FiG, 11



U.S. Patent Aug. 23,2016 Sheet 14 of 14 US 9,424,156 B2

1200
.z::’/\:x
PROCESSOR M%T\f
1202 1204
INSTRUCTIONS
INSTRUCTIONS

NON-VOLATILE MEMORY
1206

NMETWORK INTERFACE 1208 BUS
1210 DRIVE UNIT
1212

MACHINE-READABLE
(STORAGE) MEDIUM

INSTRUCTIONS

FiIG. 12



US 9,424,156 B2

1
IDENTIFYING A POTENTIAL FAILURE
EVENT FOR A DATA STORAGE DEVICE

This disclosure relates generally to a data storage system
(also, “storage system”), and in particular to archival storage
systems for infrequently accessed data.

BACKGROUND

Commercial enterprises (e.g., companies) and others
gather, store, and analyze an increasing amount of data. The
trend now is to store and archive almost all data before mak-
ing a decision on whether or not to analyze the stored data.
Although the per unit costs associated with storing data has
declined over time, the total costs for storage has increased for
many companies because of the volumes of stored data.
Hence, it is important for companies to find cost-effective
ways to manage their data storage environments for storing
and managing large quantities of data. Companies now man-
age these costs by having various tiers of storage, with dif-
ferent costs associated with each of these tiers. Each tier can
have different data storage hardware (e.g., storage processor,
storage medium, storage 1/O network, etc.) and different stor-
age services (e.g., data maintenance, data integrity check,
backup point-in-time images, etc.). Companies can use the
different tiers of storage for different types of data. As an
example, to store data that is accessed frequently, companies
may use a data storage tier that has high performance char-
acteristics. On the other hand, for big data applications, com-
panies often prefer high density and/or high storage volume
archival storage systems, which tend to be less expensive on
a per unit basis. However, it is often a challenge to keep the
cost down for these archival storage systems due to the neces-
sity of maintaining a large number of data storage devices. To
drive the cost of archival storage systems down while main-
taining high storage density, conventional solutions tend to
sacrifice computing capabilities, e.g., by removing storage
efficiency services and/or reducing storage access bandwidth.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A is a perspective plan view of a multiple-data-
storage-devices cartridge and components therein, consistent
with various embodiments.

FIG. 1B is a backside view of the multiple-data-storage-
devices cartridge of FIG. 1A, consistent with various embodi-
ments.

FIG. 1C is a perspective view of a rack of multiple-data-
storage-devices cartridges, consistent with various embodi-
ments.

FIG. 2 is a block diagram of a multiple-data-storage-de-
vices cartridge, consistent with various embodiments.

FIG. 3 is a block diagram illustrating a system architecture
of an archival storage system, consistent with various
embodiments.

FIG. 4 is a control flow diagram of the archival storage
system, consistent with various embodiments.

FIG. 5 is a control flow diagram of a storage front-end
system, consistent with various embodiments.

FIG. 6 is a flow chart of a process of synchronized dedu-
plication across a spin group, consistent with various embodi-
ments.

FIG. 7 is a flow chart of a process of synchronized erasure
coding across a spin group, consistent with various embodi-
ments.
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FIG. 8 is a control flow of an archival storage system
capable of uncoordinated data access queuing, consistent
with various embodiments.

FIG. 9 is a flow chart of a process to monitor lifespan
consumption of data storage devices in a multiple-data-stor-
age devices cartridge, consistent with various embodiments.

FIG. 10 is a flow chart of a process for predictive fault
sensing of data storage devices in a multiple-data-storage
devices cartridge, consistent with various embodiments.

FIG. 11 is a flow chart of a process of token-based cascade
staging of multiple-data-storage devices cartridges, consis-
tent with various embodiments.

FIG. 12 is a block diagram illustrating a diagrammatic
representation of a computing device within which a set of
instructions, for causing the machine to perform any one or
more of the methodologies or modules discussed herein, may
be executed.

The figures depict various embodiments of the disclosure
for purposes of illustration only. One skilled in the art will
readily recognize from the following discussion that alterna-
tive embodiments of the structures and methods illustrated
herein may be employed without departing from the prin-
ciples of the disclosure described herein.

DETAILED DESCRIPTION

Disclosed are embodiments of an archival data storage
system implemented by multiple-data-storage-devices car-
tridges. Each multiple-data-storage-devices cartridge (“car-
tridge”) is an enclosure of two or more data storage devices
(e.g., hard disk drives, solid state drives, hybrid drives, etc.),
in which a subset of the data storage devices (e.g., a single
data storage device) can be supplied power and accessed at a
time. Presently, hard disk drives offer low per-unit costs, but
it is possible that other types of data storage devices may
eventually be cheaper than hard disk drives. The archival
storage system is designed to store data that is rarely accessed
(“cold” data). To save cost, the data storage devices used
inside the cartridges are storage devices that may have a
limited lifetime. For example, each data storage device in a
cartridge may be designed to read data more frequently than
to write data. In some embodiments, data are only be permit-
ted to be written on each data storage devices once. In some
embodiments, at least some of the data storage devices may
be designed to fail after an average of around ten or so read
end-to-end read accesses. The reduced lifetime is designed by
using lower quality components, e.g., read heads as compared
to the write heads in the data storage devices. Lower-quality
components generally lead to lower costs, so when used
appropriately, they can lower the total solution cost.

The data storage devices can be other types of low-cost,
archival-class disk drives or other high-density data storage
devices. The archival storage system is designed for cold data
that is generally written only once to a data storage device and
read back a few times, but not frequently. In some embodi-
ments, one can estimate the limited lifetime of a data storage
device by the number of write operations and the number of
read operations (e.g., estimating based on a total number of
operations or estimating based on the maximum of either the
number of write operations or the number of read operations).

The archival storage system implements a data range appli-
cation programming interface (API), e.g., through a number
of data range processor modules. A data range processor
module is a run-time service provided by one or more car-
tridges via an executable program implemented by a data
processing component (e.g., a low power processor) of the
cartridge. In some embodiments, the low-power processor
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may be an ARM-type processor or other processor generally
deployed in presently commercialized cellular telephones
and/or other low-power mobile computing devices. The data
range APIs enable the archival storage system to scale in
capacity, e.g., by adding more data storage devices per car-
tridge, and in both capacity and data throughput, e.g., by
adding more cartridges. Data throughput may be increased by
adding cartridges because each data range module is able to
function in parallel to one another. For example, if an archival
storage system with a single rack of cartridges can be com-
pletely filled in 15 days, a larger deployment of a dozen racks
of cartridges can still be filled within 15 days due to the
parallel nature of each data range module.

FIG. 1A is a perspective plan view of a multiple-data-
storage-devices cartridge 100 (“the cartridge 100”) and com-
ponents therein, consistent with various embodiments. The
cartridge 100 includes an enclosure shell 102 (partially
shown) that encloses and protects multiple data storage
devices 104. The data storage devices 104 may be hard drives,
solid-state drives, flash drives, tape drives, or any combina-
tion thereof. It is noted that the term “enclose” does not
necessarily require sealing the enclosure and does not neces-
sarily require enveloping all sides of the enclosure.

The cartridge 100 further includes control circuitry 106
that manages the power supply of the cartridge 100, the data
access to and from the data storage devices 104, and other
storage operations to the data storage devices 104. The con-
trol circuitry 106 may implement each of its functions as a
single component or a combination of separate components.

As shown, the cartridge 100 is adapted as a rectangular
prism that sits on an elongated surface 108 of the rectangular
prism. Each of the data storage devices 104 may be stacked
within the cartridge 100. For example, the data storage
devices 104 can stack on top of one another into columns. The
control circuitry 106 can stack on top of one or more of the
data storage devices 104 and one or more of the data storage
devices 104 can also stack on top of the control circuitry 106.

In various embodiments, the enclosure shell 102 encloses
the data storage devices 104 without providing window open-
ings to access individual data storage devices or individual
columns of data storage devices. In these embodiments, each
of the cartridge 100 is disposable such that after a specified
number of the data storage devices 104 fail, the entire car-
tridge can be replaced as a whole instead of replacing indi-
vidual failed data storage devices. Alternatively, the cartridge
100 may be replaced after a specified time, e.g., correspond-
ing to an expected lifetime.

The illustrated stacking of the data storage devices 104 in
the cartridge 100 enables a higher density of standard disk
drives (e.g., 3.5 inch disk drives) in a standard shelf (e.g.,a 19
inch width rack shelf). Each of the cartridge 100 can store ten
of the standard disk drives. In the cases that the data storage
devices 104 are disk drives, the cartridge 100A can hold the
disk drives “flat” such that the axes of the spinning disks are
parallel to the gravitational field.

The cartridge 100 may include a handle 110 on one end of
the enclosure shell 102 and a data connection port 112 (not
shown) on the other end. The handle 110 is attached on an
outer surface of the enclosure shell 102 to facilitate carrying
of the cartridge 100. The enclosure shell 102 exposes the
handle 110 on its front surface. For example, the handle 110
may be a retractable handle that retracts to fit next to the front
surface when not in use.

FIG. 1B is a backside view of the multiple-data-storage-
devices cartridge 100, consistent with various embodiments.
For example, the backside view can be taken from a perspec-
tive along A-A' as shown in FIG. 1A. The enclosure shell 102
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encloses the data storage devices 104 (not shown) and the
control circuitry 106 (not shown), and exposes a data connec-
tion port 112, e.g., an Ethernet port. The data connection port
112 is a component attached to the control circuitry 106. The
data connection port 112 is an interconnection interface that
accepts or plugs into a communication medium, e.g., Ethernet
cable. The data connection port 112 may be the only compo-
nent within the cartridge 100 exposed outside the enclosure
shell 102. For example, the data connection port 112 can
accept an Ethernet cable carrying communication signals and
power in accordance with the Power-over-Ethernet (PoE)
standards (e.g., IEEE 802.3af-2003 or IEEE 802.3at-2009).

FIG. 1C is a perspective view of a rack 150 of multiple-
data-storage-devices cartridges, consistent with various
embodiments. The multiple-data-storage-devices cartridges
may be instances of the cartridge 100 illustrated in FIG. 1A.
Therack 150, as illustrated, includes a tray structure 152 (e.g.,
a rack shelf) securing four instances of the cartridge 100. The
tray structure 152 can be a standard 2U 19" deep rack mount.
The rack 150 may include a stack of tray structures 152, each
securely attached to a set of rails 162. Management devices
164 may be placed at the top shelves of the rack 150. For
example, the management devices 164 may include network
switches, power regulators, front-end storage appliances, or
any combination thereof.

FIG. 2 is a block diagram of a multiple-data-storage-de-
vices cartridge 200, in accordance with various embodi-
ments. The multiple-data-storage-devices cartridge 200 (the
“cartridge 200”) can be the cartridge 100 of FIG. 1A. The
cartridge 200 includes a data processing module 202, an
operational memory 206, a boot flash 208, a data communi-
cation port 210, a power management module 212, storage
interfaces 214, and data storage devices 216.

The data processing module 202 can be a microprocessor,
a controller, an application-specific integrated circuit, a field
programmable gate array, or any combination thereof. The
boot flash 208 is a memory device storing an operating system
218. The data processing module 202 can load the operating
system 218 into the operational memory 206 and run the
operating system 218. A data access application program-
ming interface (API) service 220 can execute on this operat-
ing system to provide data access over a network to the data
storage devices 216 for clients (e.g., devices, applications, or
systems).

The data communication port 210 enables the cartridge
200 to connect with the network. For example, the data com-
munication port 210 can be a Power-over-Ethernet module
that connects to an Ethernet cable to both establish a network
connection with the network and power the cartridge 200.

In various embodiments, the cartridge 200 only turns on a
subset (hereinafter the “active set”) of data storage devices
216 at atime. The active set can be a single data storage device
or more than one data storage devices. The data access API
service 220 can determine the membership of the active set
depending on client requests received through the network. A
client can either specifically request access to a data storage
device or request a data range for the data access API service
220 to determine which data storage device stores the data
range.

The power management module 212 provides electronic
circuitry to switch on and off components of the cartridge
200, e.g., to activate only one subset of the data storage
devices at a time. The power management module 212 can
receive instructions from the data processing module 202
(e.g., as part of the data access API service 220) to provide
power to the designated active set, including a subset of the
storage interfaces 214 that enables data access to the active
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set. Once power is supplied to the designated active set, the
storage controller 222 can facilitate communicate between
the data processing module 202 through the storage interface
214 to the data storage devices.

FIG. 3 is a block diagram illustrating a system architecture
of an archival storage system 300, consistent with various
embodiments. The archival storage system 300 includes mul-
tiple data range processor modules 302, each managing mul-
tiple data storage devices 304 (e.g., the data storage devices
104 of FIG. 1A or the data storage devices 216 of FIG. 2).
Each data range processor module 302 is implemented in a
multiple-data-storage-devices enclosure 306. As shown, each
data range processor module 302 activates only one active
storage device 308 at a time, where the active storage device
308 is selected by the data range processor module 302 from
the data storage devices 304.

Each data range processor module 302 can be implemented
as a data access API service (e.g., the data access API service
220 of FIG. 2) running on an operating system implemented
by a data processing component (e.g., the data processing
module 202 of FIG. 2) of the multiple-data-storage-devices
enclosure 306 (e.g., the cartridge 100 of FIG. 1A or the
cartridge 200 of FIG. 2). Each data range processor module
302 operates in parallel to one another. The data access API
service may be implemented under the Representational State
Transfer (REST) architecture as a “RESTful http” service.
For example, the API service can include an interface to
authenticate a client, to respond to a request for a list of data
ranges, to identify supporting capabilities of the API service,
to retrieve a data range, and to retrieve metadata about a data
range.

The consumer of the API service provided by the data
range processor modules 302 can either be a front-end net-
work manager 310 or one of clients 312 (e.g., client 312A,
client 312B, and client 312C, collectively as the “clients
312”). The front-end network manager 310 manages access
to the multiple data range processor modules 302. The front-
end network manager 310 receives data access requests from
the clients 312, including write requests and read requests.
For each data access request from the clients 312, the front-
end network manager 310 can sub-divide the data access
request into sub-requests, including write sub-requests for
portions of payload data indicated in a master write request
and read sub-requests for portions of a requested dataset
indicated in a master read request.

When writing data, the front-end network manager 310 or
one of the clients 312 sends a directed, broadcast/multicast or
fanout message to one or multiple data range processor mod-
ules 302 announcing an intent to store data and the nature of
the request, e.g., the size of the payload data to be written. The
nature of the write request may also include any data process-
ing or data maintenance requests associated with the write
request. Each of the data range processor modules 302 then
determines whether to respond to the received message. This
determination may be based at least partly on whether the
responding data range processor module has an operable data
storage device capable of storing a contiguous range of data
matching the size of the payload data. That is, whether one of
the active or inactive data storage devices managed by the
responding data range processor module has sufficient avail-
able memory space for the size of the payload data.

In some cases, multiple data range processor modules
respond to the broadcast/multicast message. The front-end
network manager 310 or the requesting client can select
which of the respondent modules (i.e., those data range pro-
cessor modules that responded) are to receive the payload
data. One or more of respondent modules may be selected,
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each either to store the entire payload data as mirrors of one
another orto store a divided or encoded portion of the payload
data. The front-end network manager 310 or the requesting
client can select the respondent modules based at least partly
on the order of when each respondent module responded to
the directed, broadcast/multicast, or fanout message, a load-
balancing factor associated with the respondent module,
amount of capacity available to the respondent module, age of
the respondent module, likelihood of failure of the respondent
module, importance of the payload data, a geolocation of the
respondent module, or any combination thereof.

After the front-end network manager 310 or the requesting
client selects which of the respondent modules to send the
payload data or portions of the payload data, the front-end
network manager 310 or the requesting client delivers the
payload data or the portions of the payload data to the selected
respondent modules. The delivering of the payload data or the
portions of the payload data may be in response to selection of
the respondent modules. At least some of the selected respon-
dent modules lay down the payload data or a received portion
of'the payload data on the active storage device 308 as a range
(i.e., contiguous data).

When laying down the range, each data range processor
module 302 does not go back and modity data already writ-
ten. All data is written only once to the data storage devices
304. In various embodiments, incoming ranges are laid down
starting from a last written point on the active storage device
308. If the respondent module has no record of a last written
point, sector zero of the active storage device 308 is set as the
starting point.

Each data range processor module 302 can maintain a
range identifier table that associates the active storage device
308 with the written data ranges. The range identifier table
can later be used to locate the written data ranges. The data
ranges can also be written in a self-describing data layout. For
example, as a data range is written to the active storage device
308, a range identifier and size/length of the data range is also
written (e.g., as a header or a footer). Each of the data range
processor modules 302 lays down data ranges in its active
storage device 308 sequentially. Later, when attempting to
recover what is written on a data storage device, a skip-seek
mechanism can be used to scan across the data storage device
by looking for the headers or footers of the data layout to
reconstruct the range identifier table. Under this data layout,
the archival storage system 300 does not support modification
or deletion of the data ranges. Likewise, when reading a data
range from the active storage device 308, a data range pro-
cessor module streams the data range to the requesting party
sequentially (as opposed to block-based access).

In the disclosed architecture, the front-end network man-
ager 310 and the clients 312 are API consumers of the data
access API services provided by the multiple data range pro-
cessor modules 302. The front-end network manager 310 and
the clients 312 are unaware which data storage devices are
activated versus deactivated/powered down. Under this archi-
tecture, the data range processor modules 302 function inde-
pendently of one another.

From an architectural standpoint, the overall storage
capacity of the archival storage system 300 can be scaled by
adding more data storage devices 304 to each of the multiple-
data-storage-devices enclosure 306. The overall throughput
of the archival storage system 300 can be scaled by adding
more of the multiple data storage devices enclosures. Conse-
quently, the overall storage capacity of the archival storage
system 300 is also increased when additional multiple data
storage devices enclosures are added.
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In some embodiments, the front-end network manager 310
orthe clients 312 can store a metadata structure mapping data
ranges to the multiple data range processor modules 302. For
example, responsive to receiving a read request for a data
range from one of the clients 312, the front-end network
manager 310 can first select which of the data range processor
modules to contact via the metadata structure, and then
request the data range from the selected data range processor
module(s). The metadata structure can also include an indi-
cation of the specific data storage devices managed by the
data range processor modules 302 that are storing the data
ranges.

In such cases, a range request to the selected data range
processor module(s) also indicates to the selected data range
processor module(s) which data storage device(s) to activate.
Alternatively, the data range processor modules 302 can store
their own metadata structure mapping data ranges to the
multiple data storage devices 304. In such cases, each of the
selected data range processor module(s) can activate a spe-
cific data storage device or subset of data storage devices in
response to the range request and retrieve the requested data
range for the front-end network manager 310.

In other embodiments, when retrieving a specific data
range, the front-end network manager 310 or the clients 312
can send a broadcast/multicast message querying the data
range processor modules 302 for the specific data range, e.g.,
using a range identifier or label. In these embodiments, the
data range processor modules 302 keep track of which data
ranges they have (e.g., through a table of data range identifiers
and/or hash values) and the corresponding data storage
devices storing the data ranges. A data range processor mod-
ule that is aware of the specific data range can then activate a
corresponding data storage device containing the specific
data range, retrieve the specific data range, and respond to the
broadcast/multicast message with the retrieved data range.

In various embodiments, multiple data range processor
modules storing the same fragment of data can respond to a
broadcast/multicast read request. The front-end network
manager 310 can take the first copy it receives to process the
retrieval of the requested data object.

In various embodiments, the multiple data range processor
modules 302 not only service external clients and/or the front-
end network manager 310, but also perform data storage
device management services, including data storage device
health monitoring, data storage device decommissioning,
data recovery, failure recovery, or any combination thereof.
The multiple data range processor modules 302 can also
maintain data management services, including updating the
metadata structures of data ranges.

The data range processor modules 302 do not support
deletion or modification of data ranges. If the clients 312 send
a request to “delete” or “modify” a data range, a data range
processor module can mark the data range as “gone” or
“deleted.” The data range processor module does not reclaim
this memory space while the active storage device 308 is in
operation. Instead, if the active storage device 308 has enough
data ranges marked as “deleted,” the remaining data is
migrated off the active storage device 308 to be preserved,
and the active storage device 308 is wiped clean. Subse-
quently, the active storage device 308 can be reused as an
empty data storage device.

FIG. 4 is a control flow diagram of an archival storage
system 400, consistent with various embodiments. The archi-
val storage system 400 includes a front-end subsystem 402
(e.g., the front-end network manager 310 of FIG. 3) and
multiple storage subsystems 404 (e.g., the cartridge 100 of
FIG. 1A, the cartridge 200 of FIG. 2, or the multiple-data-
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storage-devices enclosure 306 of FIG. 3). The front-end sub-
system 402 can be one or more computer systems (e.g. the
computing device 1200 of FIG. 12), having either a shared
nothing architecture or a shared database architecture, con-
nected to the storage subsystems 404 over a network (e.g., a
global network or a local network). The front-end subsystem
402 can be on a separate rack from the storage subsystems
404.

The front-end subsystem 402 includes a protocol interfaces
module 406. The protocol interfaces module 406 defines one
or more functional interfaces that applications and devices
used to store, retrieve, update, and delete data elements from
the archival storage system 400. For example, the protocol
interfaces module 406 can implement a Cloud Data Manage-
ment Interface (CDMI), a Simple Storage Service (S3) inter-
face, or both. While the archival storage system 400 is
adapted to never delete or update any written data, the archi-
val storage system 400 can emulate a deletion of data ranges
by removing metadata associated with the data ranges and/or
marking an indication that the memory spaces occupied by
the data ranges are available for overwrite. The archival stor-
age system 400 can emulate an update by storing an updated
data range as a new data range, updating metadata associated
to the updated data range, and marking any metadata associ-
ated of the old data range with an indication of deletion.

The front-end subsystem 402 also includes a staging area
408. The staging area 408 is a memory space implemented by
one or more data storage devices within or accessible to the
front-end subsystem 402. For example, the staging area 408
can be implemented by solid-state drives, hard disks, volatile
memory, or any combination thereof. The staging area 408
can maintain a file namespace 410 to facilitate client interac-
tions through the protocol interfaces module 406. The file
namespace 410 manages a set of data container identifiers,
each corresponding to a dataset from clients of the front-end
subsystem 402. The staging area 408 also maintains a frag-
ment namespace 412 corresponding to the file namespace
410. The fragment namespace 412 manages a set of fragment
identifiers, each corresponding to a data range stored in the
multiple storage subsystems 404. The staging area 408 can
store a mapping structure 414 that stores associations
between the data container identifiers of the file namespace
410 and the fragment identifiers of the fragment namespace
412.

In some embodiments, the front-end subsystem 402 can be
implemented as a distributed computing network including
multiple computing nodes (e.g., computer servers). Each
computing node can include an instance of the staging area
408. The namespaces (e.g., the file namespace 410 and the
fragment namespace 412) of each staging area 408 can be
implemented either as a share-nothing database or a shared
database.

The staging area 408 can also serve as a temporary cache to
process payload data from a write request received at the
protocol interfaces module 406. The front-end subsystem 402
can process incoming write requests via a data processing
pipeline through a pipeline planner module 416. When the
pipeline planner module 416 receives an incoming write
request, the pipeline planner module 416 can determine what
types of storage efficiency processes to perform on the pay-
load data of the write request prior to sending the payload data
into persistent storage in the storage subsystems 404. The
storage efficiency processes include compression of the pay-
load data as implemented by a compression module 418,
deduplication of the payload data as implemented by a dedu-
plication binning module 420 and a deduplication module
422, fragment encryption as implemented by a fragment
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encryption module 424, and erasure coding as implemented
by a fragment erasure coding module 426. The pipeline plan-
ner module 416 can improve storage efficiency by allocating
processing time (e.g., as measured by absolute time, process-
ing cycles, or process iterations) to each of these storage
efficiency processes. While the storage efficiency processes is
illustrated in F1G. 4 in a given order, alternative embodiments
may perform these storage efficiency processes in a different
order, and some processes may be removed, moved, added,
subdivided, combined, and/or modified to provide alterna-
tives or subcombinations. The scheduled order of storage
efficiency processes can be saved to enable a reversal of the
storage efficiency processes in order to execute a subse-
quently received client read request to retrieve the payload
data.

The compression module 418 implements one or more
compression algorithms. The pipeline planner module 416
can schedule the compression module 418 to try a subset or all
of the one or more compression algorithms on the payload
data. The compressed payload data taking up the least
memory space can then be piped to the next storage efficiency
process.

The deduplication binning module 420 implements one or
more deduplication binning techniques. The term “dedupli-
cation binning” here refers to a method of splitting data
chunks (e.g., the payload data chunks or the compressed
payload data chunks) into data fragments (“bins”) and per-
forming deduplication against a chosen fragment of chunks.
The deduplication module 422 implements one or more dedu-
plication techniques working in conjunction with the one or
more deduplication binning techniques. The pipeline planner
module 416 can schedule for any combination of deduplica-
tion binning techniques and deduplication techniques on the
payload data or the compressed payload data. The dedupli-
cated payload data from a combination of deduplication bin-
ning and deduplication techniques with the best result (e.g.,
largest amount of redundant data removed) can then be piped
to the next storage efficiency process.

The fragment encryption module 424 implements one or
more encryption techniques. The pipeline planner module
416 can schedule the fragment encryption module 424 to
encrypt fragments of the incoming data (e.g., deduplicated
and compressed payload data). As part of the deduplication
binning process, the payload data can be split into data frag-
ments. The fragment encryption module 424 can encrypt the
resultant fragments of the payload data from the deduplica-
tion process. The encrypted fragments are then piped to the
next storage efficiency process.

The fragment erasure coding module 426 implements one
or more erasure coding techniques. The term “erasure cod-
ing” herein refers to transforming payload data ofk fragments
into erasure coded data of N fragments, where N>k, such that
the payload data can be recovered from a subset of the N. The
pipeline planner module 416 can schedule the fragment era-
sure coding module 426 to try a subset or all of the one or
more erasure coding techniques on the incoming fragments
(e.g., deduplicated fragments and/or encrypted fragments).
As part of the deduplication binning process or the fragment
encryption process, the payload data can be split into data
fragments. The fragment erasure coding module 426 can
erasure code the resultant fragments of the payload data from
the deduplication process and/or the fragment encryption
process. The erasure coded fragments with the optimal code
rate and reception efficiency are then piped to the next storage
efficiency process. The term “code rate” herein refers to the
fraction k/N and the term “reception efficiency” refers to the
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fraction k'/k, where k' denotes the minimum number of frag-
ments needed for recovery of the payload data.

FIG. 5 is a control flow diagram of a storage front-end
system 500, consistent with various embodiments. The stor-
age front-end system 500 may be a front-end subsystem (e.g.,
the front-end subsystem 402) for an archival storage system,
e.g., the archival storage system 300 of FIG. 3 or the archival
storage system 400 of FIG. 4. The storage front-end system
500 includes one or more control interfaces 502 and one or
more protocol interfaces 504. The control interfaces 502 can
provide monitoring, management configuration and other
non-data-related functions. The protocol interfaces 504 feed
into the file/object namespace module 506 (e.g., the file
namespace 410 of FIG. 4). The protocol interfaces 504 can be
the Cloud Data Management Interface (CDMI) interface or
the S3 interface. The protocol interfaces 504 enable the stor-
age front-end system 500 to interact with clients over a net-
work. The protocol interfaces 504 can deliver client requests
including both read requests and write requests to the file
objectnamespace module 506. A client request can include an
object identifier and a service level objective (SLO) of the
request.

If the client request is a write request, the file object
namespace module 506 adds the write request (e.g., including
a data object identifier and a write request SLO) to a write
queue 508. The payload of the write request can be stored in
a file object staging area 510 (e.g., the staging area 408 of
FIG. 4). The write queue 508 can process write requests
cached therein in the order the write requests are received
(absent a message that overwrites a priority of one of the write
requests), or process write requests out of order. The write
queue 508 can process each write request through a write
planner module 512 (e.g., the pipeline planner module 416 of
FIG. 4). Based on the payload data and other information in
the write request (e.g., the SLO), the write planner module
512 selects storage preprocessing techniques that are used to
process the write request. The write planner module 512 can
also determine an ordering of how the storage preprocessing
techniques are to apply on the payload data and parameters
for running the storage preprocessing techniques. The write
planner module 512 can transmit the selection of techniques,
the ordering of applying the techniques, and the parameters
for the techniques in a transformation recipe to a storage
preprocessor subsystem 514. The write planner module 512
can operate iteratively. That is, the write planner module 512
can plan to try a permutation of techniques and/or options for
the techniques, and based on the tested result, further changes
the options or the techniques to try to optimize one or more
variables (e.g., storage performance indicators) to achieve a
better end result.

The storage preprocessor subsystem 514 implements the
storage preprocessing techniques. For example, the storage
preprocessor subsystem 514 can include a deduplication
module 516 (e.g., the deduplication module 422 and the dedu-
plication binning module 420 of FIG. 4), a compression mod-
ule 518 (e.g., the compression module 418 of FIG. 4), a
fragmentation module 520 to divide the payload data into
fragments (e.g., for deduplication binning, erasure coding,
and/or fragment encryption), an erasure coding module 522
(e.g., the fragment erasure coding 426 of FIG. 4), an encryp-
tion module 524 (e.g., the fragment encryption module 424 of
FIG. 4), or any combination thereof. The storage preproces-
sor subsystem 514 can also include one or more of the com-
pression module 418 of FIG. 4, the deduplication binning
module 420 of FIG. 4, the deduplication module 422 of FIG.
4, the fragment encryption module 424 of FIG. 4, and the
fragment erasure coding module 426 of FIG. 4.



US 9,424,156 B2

11

After processing the payload data in accordance with the
chosen transformation recipe, the storage preprocessor sub-
system 514 deposits the processed fragments into a fragment
staging area 526. The transformation recipe for the processed
fragments stored as part of one or more of the fragments, and
can also be stored into a metadata storage 528. The metadata
storage 528 stores both the transformation recipe and option-
ally a data layout of the processed fragments. The signal path
labeled “purge” allows the storage front-end system 500 to
reclaim space in the File/Object Namespace 506 when the
data is fully stored as fragments.

A fragment namespace module 530 can retrieve the pro-
cessed fragments from the fragment staging area 526 and
store the processed fragments to one or more repositories. For
example, the repositories can include tape drives, cloud stor-
age, local or external disk drives, the cartridge 100 of FIG.
1A, the cartridge 200 of FIG. 2, the multiple-data-storage-
devices enclosure 306 of FIG. 3, the storage subsystems 404
of FIG. 4, or any combination thereof. The fragment
namespace module 530 can store the data layout of the pro-
cessed fragments in the metadata storage 528.

If the client request is a read request, the file object
namespace module 506 adds the read request (e.g., including
arequested data object identifier and a read request SLO) to a
read queue 540. The read queue 540 can process read requests
cached therein in the order the read requests are received
(absent a message that overwrites a priority of one of the read
requests), or process the reads out of order. The read queue
540 can process each read request through a read planner
module 542. Based on the data object identifier and other
information in the read request (e.g., the SLO), the read
planner module 542 can retrieve a transformation recipe cor-
responding to the requested data object from the metadata
storage 528 or from a corresponding fragment.

The read planner module 542 can send a fragment retrieval
request to the fragment namespace module 530. In response,
the fragment namespace module 530 can retrieve the frag-
ments corresponding to the requested data object from the
repositories. The fragment namespace module 530 can iden-
tify the data layout of the fragments corresponding to the
requested data object from the metadata storage 528.

The read planner module 542 can then send the retrieved
fragments to a reverse processor subsystem 544 to reconstruct
the requested data object from the retrieved fragments. Based
onthe transformation recipe, the read planner module 542 can
select reverse processing techniques, an ordering of how the
reverse processing techniques are to apply on the retrieved
fragments, and parameters for running the reverse processing
techniques. The read planner module 542 can send the
retrieved fragments along with the selection of techniques,
the ordering of the techniques, and the parameters of the
techniques.

The reverse processor subsystem 544 may include a
decryption module 546, an erasure decoding module 548, a
reassembly module 550, a decompression module 552, an
un-deduplication module 554, or any combination thereof.
The decryption module 546 can apply one or more decryption
techniques on the fragments, each technique utilizing a cryp-
tographic key. The decryption module 546 can be configured
in association with the encryption module 524. For example,
the decryption module 546 and the encryption module 524
can share a symmetric key or can each possess an asymmetric
key coupled to one another (e.g. a private decryption key and
a public encryption key). The erasure decoding module 548
can reconstruct an original set of fragments utilizing all or a
subset of erasure coded fragments. The erasure decoding
module 548 can be configured in association with the erasure
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coding module 522 such that the erasure decoding module
548 can reverse the effects of the erasure coding module 522.

The reassembly module 550 can assemble the de-pro-
cessed fragments back to a continuous dataset. The reassem-
bly module 550 can be configured in association with the
fragmentation module 520 to reverse the effects of the frag-
mentation module 520. The decompression module 552 can
execute one or more decompression techniques to expand a
compressed dataset to its raw format. The decompression
module 552 can be configured in association with the com-
pression module 518 to reverse the effects of the compression
module 518. The un-deduplication module 554 can be con-
figured in association with the deduplication module 516 to
reverse the effects of the deduplication module 516.

After the reverse processor subsystem 544 reconstructs the
original data object, the reverse processor subsystem 544
deposits the original data object in the file/object staging area
510. The original data object can be a file, an object, a volume,
adata range sequence, a binary string, a data aggregate, or any
combination thereof. The file/object namespace module 506
can determine when the original data object is deposited into
the file object staging area 510. In response, the file/object
namespace module 506 can respond to the read request via at
least one of the protocol interfaces 504 by sending the original
data object back to the client.

Implementations of the storage preprocessor subsystem
514 and the reverse processor subsystem 544 enable the stor-
age front-end system 500 to improve storage efficiency using
storage processing pipeline optimization. The storage prepro-
cessor subsystem 514 implements a pipeline of storage pre-
processing techniques that improves storage efficiency. The
storage preprocessor subsystem 514 presumes that the reposi-
tories utilized by the fragment namespace module 530 are
high-latency storage devices, e.g., the multiple-data-storage-
devices enclosure 306 where storage devices therein are fre-
quently deactivated. Because of this, the storage preprocessor
subsystem 514 utilizes the additional time to optimize the
pipeline for even higher storage efficiency that traditional
systems could not previously achieve.

Regarding FIGS. 1-5, portions of components and/or mod-
ules associated with the cartridge 100, the cartridge 200, the
archival storage system 300, the archival storage system 400,
and the storage front-end system 500 may each be imple-
mented in the form of special-purpose circuitry, or in the form
of one or more appropriately programmed programmable
processors, or a combination thereof. For example, the mod-
ules described can be implemented as instructions on a tan-
gible storage memory capable of being executed by a proces-
sor or a controller in the control circuitry. The tangible storage
memory may be volatile or non-volatile memory. In some
embodiments, the volatile memory may be considered “non-
transitory” in the sense that it is not a transitory signal. Mod-
ules may be operable when executed by a processor or other
computing device, e.g., a single board chip, an application
specific integrated circuit, a field programmable field array, a
network capable computing device, a virtual machine termi-
nal device, a cloud-based computing terminal device, or any
combination thereof. Memory spaces and storages described
in the figures can be implemented with the tangible storage
memory as well, including volatile or non-volatile memory.

Each of the modules and/or components may operate indi-
vidually and independently of other modules or components.
Some or all of the modules may be executed on the same host
device or on separate devices. The separate devices can be
coupled together through one or more communication chan-
nels (e.g., wireless or wired channel) to coordinate their
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operations. Some or all of the components and/or modules
may be combined as one component or module.

A single component or module may be divided into sub-
modules or sub-components, each sub-module or sub-com-
ponent performing a separate method step or method steps of
the single module or component. In some embodiments, at
least some of the modules and/or components share access to
a memory space. For example, one module or component
may access data accessed by or transformed by another mod-
ule or component. The modules or components may be con-
sidered “coupled” to one another if they share a physical
connection or a virtual connection, directly or indirectly,
enabling data accessed or modified from one module or com-
ponent to be accessed in another module or component. In
some embodiments, at least some of the modules can be
upgraded or modified remotely. The cartridge 100, the car-
tridge 200, the archival storage system 300, the archival stor-
age system 400, or the storage front-end system 500 may
include additional, fewer, or different modules for various
applications.

At least one embodiment involves a method of operating a
storage front-end manager system to perform pipeline plan-
ning for a high latency storage system. The method can
include: receiving a write request including payload data;
storing the payload data of the write request in a staging area
of'the storage front-end manager system; determining a trans-
formation pipeline based at least partly on an attribute of the
write request; queuing the transformation pipeline for execu-
tion on the payload data to generate data fragments for stor-
age; executing the transformation pipeline; and transmitting
the data fragments to a plurality of multiple-data-storage-
devices enclosures after the transformation pipeline is
executed.

The staging area can be a cache memory with at least a data
object namespace and a fragment namespace. The method
can further include associating an object identifier of the
payload data in the data object namespace and fragment iden-
tifiers of the data fragments in the fragment namespace. The
method can also further include storing a layout of the data
fragments, where the layout indicates which of the plurality
of multiple-data-storage-devices enclosures stores each of
the data fragments. The layout can also include an indication
of'which data storage device(s) within each of the plurality of
multiple-data-storage-devices stores each of the data frag-
ments. The method can also include tracking a group of data
storage devices in the plurality of multiple-data-storage-de-
vices enclosures and associating the group with the object
identifier for the payload data.

The attribute of the write request may include a service
level objective (SLO) of the write request. When determining
the transformation pipeline, the storage front-end manager
system can determine the transformation pipeline based at
least partly on the SLO.

Determination of the transformation pipeline can include
selecting a compression technique to process the payload
data, selecting a fragmentation technique to fragment the
payload data, selecting a deduplication technique to reduce
redundancy in the payload data, selecting an encryption tech-
nique to protect the payload data from unauthorized access,
and/or an erasure coding technique so that a fraction of the
data fragments can reconstruct the payload data. The frag-
mentation technique can be selected based at least partly on a
deduplication binning requirement, an erasure coding
requirement, or a combination thereof.

Executing the transformation pipeline can include execut-
ing a plurality of storage efficiency steps sequentially and
piping an output of each storage efficiency step as an input to
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a subsequent storage efficiency step to transform the payload
data through the transformation pipeline. Determination of
the transformation pipeline can also include selecting mul-
tiple trial techniques to optimize storage efficiency of a first
storage efficiency step of the storage efficiency steps. Execut-
ing the transformation pipeline can include executing the
multiple trial techniques and selecting one of the multiple
trial techniques to transform the payload data based on a
measurable metric of how well each of the multiple trial
techniques performed in optimizing storage efficiency. The
storage front-end manager system can store a transformation
recipe of the transformation pipeline in a transformation data-
base. The transformation recipe can include at least transfor-
mation techniques used in the storage efficiency steps, an
order of the storage efficiency steps, parameters of the trans-
formation techniques, or any combination thereof.

At least one embodiment involves a method of operating a
storage front-end manager system to read data. The method
can include: receiving a read request including a data object
identifier associated with a requested data object; retrieving a
transformation recipe associated with the data object identi-
fier and a fragment layout associated with the data object
identifier; generating a reverse transformation pipeline based
at least partly on the transformation recipe; retrieving data
fragments from a plurality of data storage devices based at
least partly on the fragment layout; queuing the reverse trans-
formation pipeline for execution on the data fragments to
reconstruct the requested data object; and executing the
reverse transformation pipeline.

The storage front-end manager system can retrieve the data
fragments by transmitting direct, broadcast or multicast, or
fanout message, based at least partly on the fragment layout,
to request the data fragments from a plurality of multiple-
data-storage-devices enclosures and receiving the data frag-
ments from a subset of the plurality of multiple-data-storage-
devices enclosures. The storage front-end manager system
can receive the data fragments from the subset by asynchro-
nously waiting to receive each of the data fragments from
each multiple-data-storage-devices enclosure in the subset.
That is, the multiple-data-storage-devices enclosures may
each include a subset of the plurality of data storage devices
containing the data fragments, and may activate the subset
based on its own schedule.

FIG. 6 is a flow chart of a process 600 of synchronized
deduplication across a spin group, consistent with various
embodiments. The process 600 begins with a storage front-
end system assigning, at block 602, data storage devices
across two or more multiple-data-storage-devices cartridges
(e.g., the cartridge 100 of FIG. 1A, the cartridge 200 of FIG.
2, or the multiple-data-storage-devices enclosure 306 of FIG.
3) as a synchronized spin group. The multiple-data-storage-
devices cartridges (the “cartridges™) are enclosures contain-
ing multiple data storage devices, where each enclosure turns
on only a subset of its multiple data storage devices at a time.
The storage front-end system can be the front-end subsystem
402 of FIG. 4 or the storage front-end system 500 of FIG. 5.
The membership of the synchronized spin group can be
stored in the front-end subsystem 402. Each cartridge can be
independent of each other, and thus, does not have any knowl-
edge of its data storage devices having memberships in par-
ticular synchronized spin groups.

A “spin group” referred to in this disclosure does not imply
that the data storage devices within the group necessarily have
the ability to spin, such as a hard disk, but rather the member
data storage devices are intended, at times, to function as a
whole and be activated together. Data stored across the data
storage devices of the spin group can be used to reconstruct
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client data that was processed by the storage front-end system
together. In various parts of the disclosure, a “spin group”
may be referred to as a “synchronous group” of data storage
devices. Under some conditions, the synchronous group can
be activated and/or deactivated together by a storage front-
end system. Under other conditions, multiple-data-storage-
devices enclosures containing members of the same synchro-
nous group can maintain data fragments associated with each
other, without necessarily activating the member data storage
devices at the same time.

Once assigned together, the cartridges can activate the data
storage devices in the synchronized spin group together at the
same time. For example, the storage front-end system can
send an instruction simultaneously to the multiple-data-stor-
age-devices cartridges containing the member data storage
devices to activate the member data storage devices immedi-
ately. The cartridges can also deactivate the data storage
devices in the synchronized spin group together. Memory
space within the synchronized spin group can be presented as
a storage “aggregate,” a single logical data container across
several physical data containers (e.g., data storage devices).

The membership of the synchronized spin group can fol-
low a numerical pattern. For example, the storage front-end
system can assign every first disk drive of a set of cartridges as
belonging to a first synchronized spin group, every second
disk drive of the set of cartridges as belonging to a second
synchronized spin group, and etc. This configuration reduces
the complexity requirements of managing the memberships
of the synchronized spin groups on the storage front-end
system.

At block 604, the storage front-end system can initiate a
deduplication task that is targeted to access at least a portion
of'the storage “aggregate” corresponding to the synchronized
spin group. Block 604 can be in response to the storage
front-end system receiving a client’s write request or in
response to meeting a deduplication schedule. Responsive to
initiating the deduplication task, the storage front-end system
can send a message to the cartridges containing members of
the synchronized spin group to activate the member data
storage devices at block 606. The message can instruct the
cartridges to immediately activate the member data storage
devices. Alternatively, responsive to the initializing, the dedu-
plication task can be stored in a queue to wait until the syn-
chronized spin group is activated together by a cyclical sched-
ule. For example, the storage front-end system can
periodically activate different spin groups in a set sequence.

Once the member data storage devices in the synchronized
spin group are activated, the storage front-end system can
perform, at block 608, the deduplication task across the stor-
age aggregate formed by the synchronized spin group. Dedu-
plication is a process of eliminating duplicate copies of
repeating data within a data container, such as the storage
aggregate.

The disclosed technique of deduplicating synchronized
spin groups enables deduplication of an expandable aggre-
gate of data storage devices even though the data storage
devices are stored in different cartridges and sometimes deac-
tivated (e.g., to save storage maintenance or operational
costs). Because the spin group can be activated together, a
storage system implementing the process 600 can perform
low latency deduplication across a large number of cartridges.

The external management of the membership of the syn-
chronized spin group enables the individual cartridges con-
taining the member data storage devices to remain indepen-
dent of each other. This architecture can remove or reduce
increases in complexity (e.g., complexity associated with
maintaining cluster membership information) when scaling
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the number of cartridges in the archival storage system. While
the process 600 is directed at performing a deduplication task
across the synchronized spin group, the same process may
also be directed at other data maintenance tasks as well.

Some embodiments involve a method of operating a stor-
age front-end system. The method can include: identifying a
deduplication group of data storage devices across two or
more multiple-data-storage-devices enclosures, wherein data
across the data storage devices is accessible by the storage
front-end system as an aggregate memory space; transmitting
a request to the two or more multiple-data-storage-devices
enclosures to near immediately activate the data storage
devices; and deduplicating at least a portion of the data in the
aggregate memory space by accessing via a data communi-
cation network the data storage devices.

The method can further include receiving a write request
with payload data, wherein the identifying of the deduplica-
tion group can be in response to receiving the write request
and the deduplicating can include deduplicating the payload
data across the aggregate memory space. Alternatively, the
identifying of the deduplication group can be in response to
meeting a data maintenance schedule.

Transmitting of the request to activate can be directed at a
superset of multiple-data-storage-devices enclosures that
includes the two or more multiple-data-storage-devices
enclosures. In order for the two or more multiple-data-stor-
age-devices enclosures to recognize that the request is for
them, the request can include a group identifier or data storage
device identifiers of the deduplication group.

The method can further include determining when the two
or more multiple-data-storage-devices enclosures have acti-
vated the data storage devices. The deduplicating of the at
least a portion of the data can occur after determining that the
data storage devices have been activated. The deduplication
group can be identified by accessing a group identity storage
in the storage front-end system. The group identity storage
can include a group identifier associated with identifiers of
the data storage devices. The group identifier can also be
associated with identifiers of the two or more multiple-data-
storage-devices enclosures. The storage front-end system can
associate the group identifier with the identifiers of the data
storage devices or the multiple-data-storage-devices enclo-
sures when processing deduplication binning of payload data
from a write request.

The method can further include initiating a data operation
directed at a member data storage device of the deduplication
group. In response to initiating the data operation, the storage
front-end manger system can request the two or more mul-
tiple-data-storage-devices enclosures to activate the dedupli-
cation group immediately.

The data storage devices in the deduplication group can
share a common attribute across the two or more multiple-
data-storage-devices enclosures. For example, the common
attribute can be a common enumeration according to the two
or more multiple-data-storage-devices enclosures (e.g., each
of'the data storage devices is the 1st data storage device in its
respective enclosure).

Other embodiments involve a different method of operat-
ing a storage front-end system. For example, the method can
include initiating a data maintenance task that requires access
to at least a first data storage device; identifying a synchro-
nous group of data storage devices across two or more mul-
tiple-data-storage-devices enclosures that the first data stor-
age device is associated with (i.e., belongs in), wherein data
across the data storage devices is accessible by the storage
front-end system as an aggregate memory space; sending an
activation request to the two or more multiple-data-storage-
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devices enclosures to nearly immediately activate the data
storage devices in the synchronous group; and performing the
data maintenance task in the aggregate memory space of the
data storage devices. The data maintenance task can be a
deduplication process. The data maintenance task can be
associated with a read request or a write request.

The activation request can be sent to a superset of multiple-
data-storage-devices enclosures that includes the two or more
multiple-data-storage-devices enclosures. The activation
request can identify the synchronous group of the data storage
devices. The method can further include determining when
the data storage devices in the synchronous group have been
activated. The storage front-end system can then perform the
data maintenance task after the data storage devices have been
activated.

Performing the data maintenance task can include request-
ing data fragments from the data storage devices in the syn-
chronous group, and receiving and caching the data frag-
ments from the two or more multiple-data-storage-devices
enclosures. The data maintenance task can then be performed
based at least in part on the data fragments.

In various embodiments, these methods of performing a
deduplication task or a data maintenance task associated with
the synchronous group of the data storage devices can be
performed by a computer system serving as a storage front-
end system (e.g., the computer device 1200 of FIG. 12).

FIG. 7 is a flow chart of a process 700 of synchronized
erasure coding across a spin group, consistent with various
embodiments. The process 700 begins with a storage front-
end system assigning, at block 702, data storage devices
across two or more multiple-data-storage-devices cartridges
(e.g., the cartridge 100 of FIG. 1A, the cartridge 200 of FIG.
2, or the multiple-data-storage-devices enclosure 306 of FIG.
3)as a synchronized spin group based at least partly on a write
request. In some embodiments, the synchronized spin group
here can be used by the storage front-end system as the
synchronized spin group discussed in FIG. 6.

The multiple-data-storage-devices cartridges (the “car-
tridges™) are enclosures containing multiple data storage
devices, where each enclosure turns on only a subset of its
multiple data storage devices at a time. The storage front-end
system can be the front-end subsystem 402 of FIG. 4 or the
storage front-end system 500 of FIG. 5. The membership of
the synchronized spin group can be stored in the front-end
subsystem 402. Each cartridge can be independent of one
another and thus does not have any knowledge of its data
storage devices having memberships in particular synchro-
nized spin groups.

Once assigned together, the cartridges can activate the data
storage devices in the synchronized spin group together at the
same time. For example, the storage front-end system can
send an instruction to the multiple-data-storage-devices car-
tridges containing the member data storage devices to acti-
vate the member data storage devices immediately. The car-
tridges can also deactivate the data storage devices in the
synchronized spin group together.

The membership of the synchronized spin group can fol-
low a numerical pattern. For example, the storage front-end
system can assign every first disk drive of a set of cartridges as
belonging to a first synchronized spin group, every second
disk drive of the set of cartridges as belonging to a second
synchronized spin group, and etc. This configuration reduces
the complexity requirements of managing the memberships
of synchronized spin groups in the storage front-end system.

At block 704, the storage front-end system can perform
erasure coding on the payload data of the write request to
generate data fragments. Only a subset of the data fragments
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are needed to reconstruct the data object. Block 704 can be in
response to the storage front-end system receiving a client
write request. At block 706, the storage front-end system can
store the data fragments individually in different member data
storage devices of the synchronized spin group. At block 708,
the storage front-end system can store an association between
the payload data and the synchronized spin group (e.g., by
associating a data object identifier of the payload data with a
group identifier of the synchronized spin group).

A storage front-end system implementing the process 700
can activate and/or deactivate the synchronized spin group
together in response to future read requests. The external
management of the membership of the synchronized spin
group enables the individual cartridges containing the mem-
ber data storage devices to remain independent of each other.

For example, at block 710, the storage front-end system
can send a request to the cartridges to immediately activate
the data storage devices in the synchronized spin group in
response to a read request for the data object. Subsequently,
the storage front-end system can receive at least a subset of
the data fragments from a subset of the synchronized spin
group at block 712. Then at block 714, the storage front-end
system can erasure decode the subset of data fragments to
reconstruct a contiguous data range representing the original
payload data/data object.

When the member data storage devices of the synchronized
spin groups are hard disks and/or solid-state drives, the syn-
chronized spin groups enable unique access latency charac-
teristics that is advantageous over traditional systems. While
waiting for a synchronized spin group to activate, any storage
operations to the storage aggregate of the spin group would
experience high latency. However, after the synchronized
spin group activates, the actual performance of the storage
aggregate has low latency. This enables complex storage
operations (e.g., deduplication or erasure coding) that span
across a large storage capacity to execute under low latency
on a low-cost archival storage system.

Some embodiments involve a method of operating a stor-
age front-end system to handle a read request. The method
can include: receiving the read request with an object identi-
fier for a data object; identifying a synchronous group of data
storage devices across two or more multiple-data-storage-
devices enclosures, wherein the synchronous group is asso-
ciated with the object identifier; sending a request (e.g., a
direct, network broadcast or multicast, or fanout message) to
the two or more multiple-data-storage-devices enclosures to
immediately activate the data storage devices in the synchro-
nous group; retrieving at least a subset of data fragments
associated with the object identifier from at least one of the
data storage devices; and erasure decoding at least the subset
of the data fragments into a contiguous data range to recon-
struct the data object. The method can further include retriev-
ing a transformation pipeline associated with the object iden-
tifier and transforming the contiguous data range into the data
object based at least partly on the transformation pipeline. For
example, the transforming the contiguous data range can
include decompression, decryption, un-deduplication, or a
combination thereof, of the contiguous data range.

The request can be sent to a superset of multiple-data-
storage-devices enclosures that includes the two or more mul-
tiple-data-storage-devices enclosures. The request can iden-
tify at least the synchronous group and the data fragments
such that the two or more multiple-data-storage-devices
enclosures can recognize that they need to activate their
respective data storage devices.

Part of sending the request can include identifying the data
storage devices. For example, the data storage devices can be
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identified by accessing identifiers of the data storage devices
associated with the synchronous group for the data object.
Subsequently, the storage front-end system can include the
identifiers of the data storage devices in the request. As
another example, the storage front-end system can access
identifiers of the two or more multiple-data-storage-devices
enclosures associated with the synchronous group for the data
object. The identifiers of the two or more multiple-data-stor-
age-devices enclosures can then be included in the request.

The data storage devices in the synchronous group share a
common attribute across the two or more multiple-data-stor-
age-devices enclosures similar to the deduplication group
discussed above. The common attribute can be a common
enumeration according to the two or more multiple-data-
storage-devices enclosures.

The storage front-end system can receive just enough of the
data fragments in the subset that are sufficient to erasure
decode and reconstruct the contiguous data range. The stor-
age front-end system can determine how many data frag-
ments are sufficient to erasure decode by accessing a trans-
formation recipe associated with the object identifier. For
example, a write request comes in, the storage front-end
system can select a transformation pipeline that utilizes a
specific erasure coding technique. The erasure coding tech-
nique can have a reception efficiency associated therewith
that governs how portion of the stored data fragments is
needed to construct the original payload data of the write
request. During the processing of a write request, the storage
front-end system can store the reception efficiency informa-
tion associated with a object identifier in the transformation
recipe.

Other embodiments involve a method of operating a stor-
age front-end system to handle a write request. The method
can include: receiving the write request including payload
data; processing the payload data for storage in response to
the write request, wherein the processing includes erasure-
coding the payload data or partially processed payload data
into data fragments; identifying a synchronous group of data
storage devices across two or more multiple-data-storage-
devices enclosures; storing the data fragments across the data
storage devices of the identified synchronous group; and
associating the payload data with a group identifier of the
synchronous group. Associating the payload data with the
group identifier can include associating an object identifier of
the payload data with the group identifier in a data object
namespace of the storage front-end system.

The storage front-end system can identify the synchronous
group by selecting the two or more multiple-data-storage-
devices enclosures from a superset of multiple-data-storage-
devices enclosures; and assigning at least a data storage
device from each of the two or more multiple-data-storage-
devices enclosures as part of the synchronous group. The
selection may be based on information regarding the data
storage devices in the two or more multiple-data-storage-
devices enclosures. For example, the storage filesystem can
send an inquiry to the superset regarding available storage
space and/or failure risk factor of data storage devices in the
respective multiple-data-storage-devices enclosures. Select-
ing of the two or more multiple-data-storage-devices enclo-
sures can be based at least partly on responses to the inquiry
from the enclosures. Alternatively, instead of creating a new
synchronous group, identifying the synchronous group can
include selecting the synchronous group from pre-existing
synchronous groups whose identities are stored in the storage
front-end system.

In various embodiments, these methods of performing a
data retrieval task or a data storage task associated with the
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synchronous group of the data storage devices can be per-
formed by a computer system serving as a storage front-end
system (e.g., the computer device 1200 of FIG. 12).

FIG. 8 is a control flow of an archival storage system 800
capable of uncoordinated data access queuing, consistent
with various embodiments. The archival storage system 800
can be the archival storage system 300 of FIG. 3 or the
archival storage system 400 of FIG. 4. The archival storage
system 800 may be accessed by clients (e.g., client 802A and
client 802B shown as dashed line boxes, collectively the
“clients 802”"). The archival storage system 800 includes mul-
tiple front-end subsystems (e.g., a front-end subsystem 804 A
and a front-end subsystem 804B, collectively the “front-end
subsystems 804”) that process client requests (e.g., a read
request 806A and a read request 806B, collectively the “read
requests 806”). The front-end subsystems 804 may each
include a request queue (e.g., a request queue 808A of the
front-end subsystem 804 A and a request queue 808B of the
front-end subsystem 804B, collectively the “request queues
808”).

In the illustrated example, the read requests 806 A and the
read request 8068 target a data object in the archival storage
system 800. Each of the clients 802 may be directed to an
arbitrary front-end subsystem (e.g., by the client’s own
choosing or by a network device of the archival storage sys-
tem 800). For example, the read request 806 A can be directed
to the front-end subsystem 804 A and the read request 8068
can be directed to the front-end subsystem 804B. In response
to receiving the read requests 806, the front-end subsystem
804A queues the read request 806A in the request queue
808A and the front-end subsystem 804B queues the read
request 8068 in the request queue 808B.

The front-end subsystems 804 can independently commu-
nicate, via direct, broadcast or multicast, or fanout message,
its respective read request to two or more multiple-data-stor-
age-devices cartridges (e.g., a cartridge 810A, a cartridge
810B, and a cartridge 810C, collectively the “cartridges 810”)
in storage enclosure bank 812. The storage enclosure bank
812 can include a number of spin groups (e.g., a spin group
814A, a spin group 814B, a spin group 814C, a spin group
814D, and a spin group 814E, collectively the “spin groups
814”), each having one or more member data storage devices
that contain fragments of a user data set. The front-end sub-
systems can determine and store the memberships of the spin
groups 814 when writing user data to the cartridges 810. The
read request communicated to the cartridges 810 may also
include identifiers of the member data storage devices.

Under the disclosed architecture, the cartridges 810 do not
have to activate and/or deactivate the member data storage
devices at the same time as each other. For example, the
cartridge 810A has a drive “B” activated, the cartridge §10B
has a drive “A” activated, and the cartridge 810C has a drive
“D” activated. Each cartridge 810 can follow a schedule of
activation and deactivation of its data storage devices 815.
Each cartridge 810 can optimize the schedule to maximize the
lifespan of the data storage devices 815. Optionally, the
schedule can be delayed or changed in response to a cartridge
receiving a command from one of the front-end subsystems
804 to activate a specific data storage device. Also optionally,
when a front-end subsystem establishes a spin group, the
front-end subsystem can publish a recommended schedule of
activation and/or deactivation to every cartridge that contains
a member of that spin group.

For example, the spin group 814A may be represented by
disk drives labeled as “A” in each of the cartridges 810. The
spin group 812 A may contain the data object requested by the
read requests 806. Hach cartridge that receives the read
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requests 806 can queue the read requests 806 in its response
queue 816. When a member data storage device of the spin
group 814A activates on one of the cartridges 810, one or
more fragments of the requested data object are sent back to
the front-end subsystems 804 (i.c., to satisfy the read requests
from the front-end subsystem 804 A and the front-end sub-
system 804B, respectively).

The front-end subsystems 804 can implement a shared
nothing architecture. The disclosed architecture enables
uncoordinated retrieval of any data object with fragments
stored on data storage devices across any number of storage
enclosures (e.g., the cartridges 810). At no point during the
process of data object retrieval do the front-end subsystems
804 have to coordinate with each other. This architecture
enables scaling the client service throughput without needing
to maintain a large database or a global scheduler. This archi-
tecture for the archival storage system 800 also enables the
client service throughput to scale independently of the stor-
age capacity.

Some embodiments involve a method of operating a mul-
tiple-data-storage-devices enclosure (the “enclosure”) to per-
form uncoordinated data retrieval. The method can include:
receiving a first read request from a first requester device for
a first requested data fragment; identifying a first target data
storage device storing the first requested data fragment based
at least partly on the first read request; activating, indepen-
dently of receiving the first read request, only a subset of data
storage devices in the enclosure, wherein the subset includes
the first target data storage device; retrieving, based at least
partly on the first read request and in response to activating the
subset, the first requested data fragment from the first target
data storage device; and transmitting the first requested data
fragment to the first requester device. The first read request
can also be directed at other multiple-data-storage-devices
enclosures.

The first read request can include a storage device identifier
of the first target data storage device. In this case, the enclo-
sure can identify the first target data storage device based on
the storage device identifier. Alternatively, the first read
request can include a fragment identifier of the first requested
data fragment or an object identifier of a data object that
originated the first requested data fragment. In this case, the
enclosure can identify the first target data storage device
based on the fragment identifier or the object identifier and a
mapping of the fragment identifier or the object identifier to
the first target data storage device. The mapping can be stored
in a memory of the enclosure. In yet another alternative
embodiment, the first read request includes a group identifier
associated with multiple data storage devices across two or
more multiple-data-storage-devices enclosures. In this case,
the enclosure can identify the first target data storage device
based on the group identifier and a mapping of the group
identifier to the first target data storage device. Similarly, this
mapping can be stored in a memory of the enclosure.

The method described above can also further include stor-
ing the first read request in a request queue; and waiting to
dequeue the first read request from the request queue to ini-
tiate the retrieving of the first data fragment until the first
target data storage device is activated. The request queue can
store read requests and/or write requests specific for the first
target data storage device. In some embodiments, the request
queue is dequeued in a first in first out manner. In other
embodiments, dequeuing of the request queue is not restricted
to the first in first out manner.

The method described above can also process a second
read request concurrent to the first read request. For example,
the method can further include: receiving the second read
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request from a second requester device for a second requested
data fragment after receiving the first read request; identify-
ing a second target data storage device storing the second
requested data fragment based at least partly on the second
read request; activating the second target data storage device
before, concurrently or after the first target data storage
device; retrieving, based at least partly on the second read
request and in response to activating the second target data
storage device, the second requested data fragment from the
second target data storage device; and transmitting the second
requested data fragment to the second requester device
before, concurrently or after transmitting the first requested
data fragment.

Activating the subset can be part of a data storage device
activation cycle (e.g., a preset cycle) that rotates through
different subsets of the data storage devices in the enclosure.
Alternatively, the enclosure can determine an activation
schedule and the activating of the subset can be in accordance
with the activation schedule. The activation schedule can be
determined based at least partly on health statistics of the data
storage devices in the enclosure.

Some other embodiments involve a method of operating a
storage front-end system to facilitate the uncoordinated data
retrieval across the multiple-data-storage-devices enclosures.
The method can include: receiving a read request that
includes an object identifier for a data object; identifying a
device group of data storage devices across two or more
multiple-data-storage-devices enclosures, wherein the device
group is associated with the object identifier; requesting the
data storage devices in the device group to return data frag-
ments associated with the object identifier; asynchronously
receiving at least a subset of the data fragments from at least
a subset of the data storage devices; and reconstructing the
data object from the subset of the data fragments.

Asynchronously receiving at least the subset of the data
fragments can include receiving, over a period of time, the
subset of the data fragments; and completing at least another
storage access operation involving one of the multiple-data-
storage-devices enclosures during the period of time. Asyn-
chronously receiving at least the subset of the data fragments
can include caching each data fragment of the subset as the
data fragment is received such that reconstructing the data
object begins when all of the subset ofthe data fragments have
been cached.

The storage front-end system can request the data storage
devices to return the data fragments by sending a data
retrieval request to a superset of multiple-data-storage-de-
vices enclosures that includes the two or more multiple-data-
storage-devices enclosures. The data retrieval request can be
abroadcast or a multicast message. The data retrieval request
can include a group identifier of the device group, fragment
identifiers of the data fragments, or a combination thereof.

Invarious embodiments, the methods of operating the stor-
age front-end system can be implemented by a computer
system, e.g., the computer device 1200 of FIG. 12. In various
embodiments, the methods of operating the multiple-data-
storage-devices enclosure can be implemented by control
circuitry within the enclosure, e.g., the components described
within the cartridge 200 of FIG. 2.

FIG. 9 is a flow chart of a process 900 to monitor lifespan
consumption of data storage devices in a multiple-data-stor-
age devices cartridge (“the cartridge™), consistent with vari-
ous embodiments. The cartridge can be the cartridge 100 of
FIG. 1A, the cartridge 200 of FIG. 2, or the multiple-data-
storage-devices enclosure 306 of FIG. 3. The process 900 can
be performed on the cartridge itself or via one or more storage
front-end systems (e.g., the front-end network manager 310
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of FIG. 3, the front-end subsystem 402 of FIG. 4, the storage
front-end system 500 of FIG. 5, or the front-end subsystems
804 of FIG. 8). The cartridge can be part of an archival storage
system (e.g., the archival storage system 300 of FIG. 3 or the
archival storage system 400 of FIG. 4).

The process 900 includes receiving a storage access
request (e.g., a read request or a write request) directed at the
cartridge at block 902. Then, at block 904, the cartridge
identifies which data storage device within the cartridge is the
target of the storage access request. At block 906, a lifespan
consumption meter of the cartridge updates its record for the
identified data storage device. Each lifespan consumption
meter can be associated with a single data storage device
within the cartridge. The lifespan consumption meter incre-
ments its write access count when the storage access request
indicates a write operation. The lifespan consumption meter
increments its read access count when the storage access
request indicates a read operation. The lifespan consumption
meter updates its record either in response to the step in block
904 or in response to completion of the storage access opera-
tion indicated by the storage access request. The cartridge can
maintain a lifespan consumption meter for every data storage
device in the cartridge throughout the lifetime of the cartridge
or the lifetime of the data storage device.

The lifespan consumption meter may also include a record
of how much data is being written (e.g., bytes or bits), how
much data is being read (e.g., bytes or bits), how many times
the data storage device has been activated (e.g., from a pow-
ered-off, spin down, or suspended state), how many times the
data storage device has been deactivated (e.g., from a fully
functional state), how many hours has the data storage device
being running on full power, how much power wattage has the
data storage device consumed, etc. The lifespan consumption
meter for each of the data storage devices can be queried
and/or reported to an administrator of the archival storage
system, including the storage front-end system. Blocks 902,
904, and 906 can repeat indefinitely throughout the lifetime of
the cartridge, even after one or more of the data storage
devices fail.

At block 908, either the cartridge or the storage front-end
system calculates a risk factor for failure, the risk factor
associated with each data storage device in the cartridge. The
risk factor can be based at least in part on the record(s) of the
lifespan consumption meter. In some embodiments, the stor-
age front-end system can access the records of the lifespan
consumption meter in the cartridge via a data access API
service (e.g., the data access API service 220 of FIG. 2) of the
cartridge. For example, the risk factor can be calculated as a
weighted sum of the counters and records kept by the lifespan
consumption meter. Different methods of calculating the risk
factor can be used, including the methods and techniques
described in U.S. patent application Ser. No. 13/272,806,
filed on Oct. 13, 2011.

Then, at block 910, the cartridge or the storage front-end
system determines whether the risk factor surpasses a thresh-
old. In response to determining that the risk factor surpasses
the threshold, the cartridge or the storage front-end system
initiates, at block 912, a data protection process (e.g., migrat-
ing, replicating/copying, or other types of backing up data)
from the data storage device to another data storage device
(the “destination data storage device”). For example, the des-
tination data storage device can be a data storage device with
a lower risk factor. The destination data storage device can be
a data storage device in another cartridge (e.g., where the
cartridge is configured to activate only a single data storage
device at a time). Particularly, the destination data storage
device can be a data storage device within the same spin group
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according to the storage front-end system. In various embodi-
ments, an administrator of the archival storage system can
configure the threshold, e.g., configuring the threshold spe-
cific to the SLO of a particular data set (e.g., to tradeoff
between data migration cost and probability of data loss).

The disclosed process proactively migrates data based on
visible metrics available to the cartridge and/or the storage
front-end system. Because of the proactive migration of data,
when a failure occurs, there is a higher probability that no data
recovery procedure is necessary to service the needs of the
storage system clients.

Some embodiments involve a method of metering lifespan
consumption of data storage devices in a multiple-data-stor-
age-devices enclosure. The method can be performed by the
enclosure, a storage front-end system in communication with
the enclosure, or a combination of both. The method can
include: receiving a storage access request; identifying a first
data storage device within the enclosure as being targeted by
the storage access request, wherein the enclosure includes
two or more data storage devices; accessing the first data
storage device in response to the storage access request; and
in response to the identifying or the accessing, updating a
record of a lifespan consumption meter assigned to the first
data storage device. The lifespan consumption meter can be
maintained through a lifetime of the first data storage device
or the enclosure.

The method can also include ways of calculating a risk
factor based on the lifespan consumption meter and changing
the behavior of a storage system based on the risk factor. For
example, either the enclosure or the storage front-end system
can determine a risk factor for failure associated with the first
data storage device based at least partly on the record of the
lifespan consumption meter. The enclosure can report the risk
factor associated with the first data storage device to one or
more storage front-end systems. Such reporting can be in
response to receiving the storage access request from the
storage front-end system. Alternatively, the enclosure can
transmit the record of the lifespan consumption meter to at
least a storage front-end system. The lifespan consumption
meter can be maintained through a lifetime of the first data
storage device.

Based at least partly on the risk factor, the enclosure or the
storage front-end system can modify a schedule to activate or
deactivate the first data storage device. Based at least partly on
the risk factor, the enclosure or the storage front-end system
can also perform a data protection process that involves the
first data storage device when the risk factor surpasses a
threshold. The data protection process can be a data migration
process or adatareplication process from the first data storage
device to a destination data storage device. To avoid exceed-
ing power limitation in the enclosure, the destination data
storage device can be in a different enclosure.

When the storage access request is a write request, updat-
ing the record can include incrementing a write access
counter that keeps track of how many write accesses have
been performed on or targeted toward the first data storage
device. When the storage access request is a read request,
updating the record can include incrementing a read access
counter that keeps track of how many read accesses have been
performed on or targeted toward the first data storage device.
Updating the record can also include updating a written data
size counter based at least partly on how much data is written
to or is to be written to the first data storage device in response
to the storage access request. Similarly, updating the record
can include updating a read data size counter based at least
partly on how much data is read from or to be read from the
first data storage device in response to the storage access



US 9,424,156 B2

25

request. The read data size counter and the write data size
counter keep track of how much data has been read from or
written to the first data storage device.

The lifespan consumption meter can include records
related to how many times the first data storage device has
been activated and/or deactivated. That is, the enclosure can
activate the first data storage device in response to or prior to
receiving the storage access request. Updating the record can
include incrementing an activation counter of the lifespan
consumption meter in response to activating the first data
storage device. The enclosure can deactivate the first data
storage device after executing the storage access request.
Updating the record can include incrementing a deactivation
counter of the lifespan consumption meter in response to
deactivating the first data storage device.

The lifespan consumption meter can also include records
related to a total uptime of the first data storage device. For
example, the enclosure can deactivate the first data storage
device after a continuous operation of the first data storage
device since the activating of the first data storage device.
Updating the record can include updating a total uptime
counter based at least in part on a time difference between the
activating of the first data storage device and the deactivating
of the first data storage device.

Other embodiments involve a method of operating a stor-
age front-end system to select which data storage device to
write in based on risk factor analysis. For example, the
method can include: receiving a write request including pay-
load data; generating a data fragment from the payload data of
the write request; determining risk factors associated with
data storage devices across two or more multiple-data-stor-
age-devices enclosures; selecting a first data storage device
from amongst the data storage devices based at least partly on
a first risk factor of the first data storage device; and transmit-
ting the data fragment to a first multiple-data-storage-device
enclosure that has the first data storage device for storage.

The storage front-end system can determine the risk factors
by receiving the first risk factor associated with the first data
storage device from the first multiple-data-storage-devices
enclosure. That is, the first multiple-data-storage-devices
enclosure can calculate the first risk factor of its own data
storage devices. Alternatively, the storage front-end system
can receive a failure risk-related record associated with the
first data storage device and determine the first risk factor
based at least partly on the record. The failure risk-related
record can be a record of a lifetime consumption meter. The
lifetime consumption meter can include records of a storage
access frequency, a storage access count, a data throughput
amount, a total uptime, or any combination thereof, of the first
data storage device. The failure risk-related record can be a
record of a fault sensor. The fault sensor can monitor perfor-
mance of the first data storage device (e.g., a write access
latency, a read access latency, a storage activation latency, or
any combination thereof).

The storage front-end system can select the first data stor-
age device based at least partly on the first risk factor as
compared to other risk factors associated with the data storage
devices. Alternatively, the storage front-end system can select
the first data storage device based at least partly on the first
risk factor as compared to a threshold.

In various embodiments, the methods of operating the stor-
age front-end system can be implemented by a computer
system, e.g., the computer device 1200 of FIG. 12. In various
embodiments, the methods of operating the multiple-data-
storage-devices enclosure can be implemented by control
circuitry within the enclosure, e.g., the components described
within the cartridge 200 of FIG. 2.
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FIG. 10 is a flow chart ofa process 1000 for predictive fault
sensing of data storage devices in a multiple-data-storage
devices cartridge (“the cartridge™), consistent with various
embodiments. The cartridges can be the cartridge 100 of FIG.
1A, the cartridge 200 of FIG. 2, or the multiple-data-storage-
devices enclosure 306 of FIG. 3. The process 900 can be
performed on the cartridge itself or via one or more storage
front-end systems (e.g., the front-end network manager 310
of FIG. 3, the front-end subsystem 402 of FIG. 4, the storage
front-end system 500 of FIG. 5, or the front-end subsystems
804 of FIG. 8). The cartridge can be part of an archival storage
system (e.g., the archival storage system 300 of FIG. 3 or the
archival storage system 400 of FIG. 4).

The process 1000 includes receiving a storage access
request (e.g., a write request or a read request) directed at the
cartridge at block 1002. Then, at block 1004, the cartridge
executes the storage access request. At block 1006, a fault
sensor of the cartridge updates its record for the data storage
device in regards to the execution of the storage access
request.

Each fault sensor can be associated with a single data
storage device within the cartridge. The fault sensor measures
how long it takes for the data storage device to activate (e.g.,
to spinup), a read operation latency, a write operation latency,
or any combination thereof. The fault sensor can update its
record in response to the step in block 1004. The cartridge can
maintain a fault sensor for every data storage device in the
cartridge throughout the lifetime of the cartridge. The fault
sensor for each of the data storage device can be queried
and/or reported to an administrator of the archival storage
system including the storage front-end system. Blocks 1002,
1004, and 1006 can repeat indefinitely throughout the lifetime
of the cartridge, even after one or more of the data storage
devices fail.

At block 1008, either the cartridge or the storage front-end
system calculates a risk factor for failure, the risk factor
associated with each data storage device in the cartridge. The
risk factor can be calculated based at least in part on the
record(s) of the fault sensor for the data storage device. In
some embodiments, the storage front-end system can access
the records of the fault sensor via a data access API service
(e.g., the data access API service 220 of FIG. 2) of the car-
tridge. For example, the risk factor can be calculated as a
weighted sum of the counters and records kept by the fault.
Different methods of calculating the risk factor of failure can
be used similar to the process 900 of FIG. 9.

Then, at block 1010, the cartridge or the storage front-end
system determines whether the risk factor surpasses a thresh-
old. In response to determining that the risk factor surpasses
the threshold, the cartridge or the storage front-end system
initiates, at block 1012, a data protection process (e.g.,
migrating, replicating/copying, or other types of backing up
data) from the data storage device to another data storage
device (the “destination data storage device”). For example,
the destination data storage device can be a data storage
device with a lower risk factor. The destination data storage
device can be a data storage device in another cartridge (e.g.,
where the cartridge is configured to activate only a single data
storage device at a time). Particularly, the destination data
storage device can be a data storage device within the same
spin group according to the storage front-end system. In
various embodiments, an administrator of the archival storage
system can configure the threshold, e.g., configuring the
threshold specific to the SLO of a particular data set in terms
of'the tradeoff between data migration cost and probability of
data loss.
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Furthermore, the storage front-end system can actively
select healthy data storage devices when writing data to the
cartridge. This is accomplished by querying the cartridge for
the risk factors of its data storage devices (e.g., through the
process 900 or the process 1000) in response to a write
request, and selecting a data storage device based at least
partly on the risk factors (e.g., selecting the data storage
device with the lowest risk factor rating or selecting the data
storage device that is below a threshold risk factor).

Some embodiments involve a method of fault monitoring
data storage devices in a multiple-data-storage-devices
enclosure. The method can be performed by the enclosure, a
storage front-end system in communication with the enclo-
sure, or a combination of both. The method can include:
receiving a storage access request; identifying a first data
storage device as being targeted by the storage access request,
wherein the enclosure includes two or more data storage
devices including the first data storage device; performing an
access operation according to the storage access request on
the first data storage device; and updating a record of a fault
sensor assigned to the first data storage device by monitoring
the performing of the access operation.

The method can also include ways of calculating a risk
factor based on records of the fault sensor and changing the
behavior of a storage system based on the risk factor. The risk
factor can be calculated and used in a similar fashion as
described in this disclosure for the methods of metering
lifespan consumption of data storage devices. In various
embodiments, the records of the fault sensor or the lifespan
consumption meter can be used together or separately to
calculated the risk factor of a data storage device.

When the access operation is a write operation, updating
the record can include updating a write latency of the write
operation on the first data storage device. When the access
operation is a read operation, updating the record can include
updating a read latency of the read operation. In various
embodiments, the enclosure can activate the first data storage
device before performing the access operation. After activat-
ing the first data storage device, the enclosure can update the
record of a lag time (i.e., activation latency) for the enclosure
to access the first data storage device after power is supplied
to the first data storage device. The record can include a
moving average of its entries (e.g., the write latency, the read
latency, or the activation latency) and/or a list of the latest
measurements.

Other embodiments involve a method of a method of
responding to a potential impending failure of a data storage
device in a multiple-data-storage-devices enclosure. The
method can be performed by the enclosure or a storage front-
end system in communication with the enclosure. For
example, the method can include: determining a first risk
factor of the data storage device; determining whether the first
risk factor surpasses a threshold; selecting a destination data
storage device from amongst data storage devices across two
or more multiple-data-storage-devices enclosures; and initi-
ating a data protection process to copy data from the data
storage device to the destination data storage device.

The enclosure or the storage front-end system can deter-
mine the first risk factor based at least partly on performance
monitoring of the data storage device (e.g., by maintaining a
record of write access latency, read access latency, activation
latency, or any combination thereof, of the data storage
device), metering operations to the data storage device (e.g.,
maintaining a record of a storage access frequency, a storage
access count, a data throughput amount, a total uptime, or any
combination thereof, of the data storage device), or a combi-
nation thereof. Alternatively, the storage front-end system can

10

15

20

25

30

35

40

45

50

55

60

65

28

determine the first risk factor by receiving the first risk factor
associated with the data storage device from the multiple-
data-storage-devices enclosure that includes the data storage
device.

The enclosure or the storage front-end system can select
the destination data storage device by: selecting the destina-
tion data storage device having a second risk factor that indi-
cates a lower chance of failure than the first risk factor; select-
ing the destination data storage device having a second risk
factor that does not surpass the threshold; selecting the des-
tination data storage device based at least partly on a ranking
of risk factors of the data storage devices and/or selecting the
destination data storage device that is part of a same synchro-
nous group of data storage devices as the data storage device.
The storage front-end system can be configured to activate
and/or deactivate members of the synchronous group
together. The storage front-end system can also be configured
to associate object identifiers of data objects maintained by
the storage front-end system with specific synchronous
groups.

Invarious embodiments, the methods of operating the stor-
age front-end system can be implemented by a computer
system, e.g., the computer device 1200 of FIG. 12. In various
embodiments, the methods of operating the multiple-data-
storage-devices enclosure can be implemented by control
circuitry within the enclosure, e.g., the components described
within the cartridge 200 of FIG. 2.

FIG. 11 is a flow chart of a process 1100 of token-based
cascade staging of multiple-data-storage devices cartridges
(the “cartridges™), consistent with various embodiments. The
cartridges can each be the cartridge 100 of FIG. 1A, the
cartridge 200 of FIG. 2, or the multiple-data-storage-devices
enclosure 306 of FIG. 3. The cartridges can be part of a
storage rack (e.g., the rack 150). The cartridges can share a
power supply with an upper limit of how much power it can
supply. Each cartridge in the storage rack can be allocated at
least a fixed power usage. The process 1100 can be used to
allocate additional power to the cartridges when powering up
a data storage device within the cartridge or when an opera-
tion that results in a power spike is about to happen.

The process 1100 begins at block 1102 by initiating mul-
tiple power supply tokens in a token pool (e.g., implemented
by a token buffer in memory). The power supply tokens can
retain a checked-out state or a released state. A power supply
token in the checked-out state cannot be checked out again.
Only a power supply token in the released state can be
checked out. At block 1104, a first cartridge checks out a first
token from the multiple power supply tokens. The first token
can specifically indicate how much power is allocated along
with it. Alternatively, the first token indicates that the first
cartridge can activate one of its data storage devices. The
checking out and in of the first token can be performed by first
finding an available first token by sending a broadcast request,
then using a two-phase commit protocol (2PC) to transfer the
first token from the source. For example, the token pool can be
maintained by one of the cartridges, be spread across all of the
cartridges within a given power supply domain, or maintained
by an external computer system in communication with the
cartridges.

Subsequently, the first cartridge activates one of its data
storage devices in block 1106. When the activation completes
and a power consumption level of the first cartridge stabilizes
to a steady-state, the first cartridge releases, at block 1108, the
first token back to the token pool as being available.

The disclosed process enables the storage rack to better
manage power supplied to the cartridges therein. Specifically,
because power spikes are associated with activation of data
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storage devices within the cartridges, the power supply tokens
can limit the amount of data storage device activations at any
given time. It also reduces vibration by limiting the number of
concurrent storage device activations.

Some embodiments involve a method of managing power
for a first multiple-data-storage-devices enclosure. The
method can include: checking out a first token over a network
connection from a token pool shared by multiple-data-stor-
age-devices enclosures including the first enclosure, wherein
each token of the token pool is available to be checked out by
a single device and wherein the enclosures share power drawn
from a common power supply; after or in response to check-
ing out the first token, initiating activation of a data storage
device within the first enclosure; monitoring power consump-
tion within the first enclosure; and releasing the first token
back to the token pool when the power consumption in the
first enclosure substantially reaches a steady-state after the
activation of the data storage device is initiated. The first
enclosure can be coupled to the power supply via the network
connection.

The activation of the data storage device can include sup-
plying power in stages to multiple components in the first
enclosure for a processor of the first enclosure to establish
access to the data storage device. The first enclosure can
release the first token when all the stages are completed. The
activation of the data storage device can also include provid-
ing, by a processor in the first enclosure, access to the data
storage device to a filesystem implemented by the processor.
The first enclosure can release the first token when data in the
data storage device is made accessible to the filesystem.

The method can further include determining that additional
power is needed beyond a power allotment granted by the first
token and checking out a second token over the network
connection from the token pool while the first token is still
checked out. The first enclosure can check out the first token
by sending a broadcast message through the network connec-
tion to others of the enclosures. The first enclosure can check
out the first token by sending a message through the network
connection to a known device that manages the token pool
(e.g., another one of the enclosures).

Other embodiments involve a method of managing power
for multiple-data-storage-devices enclosures (“the enclo-
sures”) sharing a power supply. The method can include:
maintaining a token pool shared by the enclosures, the token
pool having multiple power supply tokens each available to
be checked out by a single device; receiving a checkout
request over a network connection from a first enclosure of
the enclosures; and in response to receiving the checkout
request, checking out a first token from the token pool to the
first enclosure, wherein the first token represents a unit of
power under which the first enclosure is allowed to draw from
the power supply. The method can further include: receiving
a release request from the first enclosure and, in response to
receiving the release request, releasing the first token into the
token pool. The method can be performed by a token pool
manager (e.g., one of the enclosures or a computer system in
communication with the enclosures).

The token pool manager can initiate the multiple power
supply tokens into the token pool to be available to the enclo-
sures. The token pool manager can synchronize the token
pool with a mirror token pool over the network connection
with another token pool manager.

The token pool manager can monitor power consumption
drawn from the power supply. Based at least partly on the
monitoring, the token pool manager can add or remove at
least one token from the token pool. The token pool manager
can prevent a device that has not checked out one of the
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multiple power supply tokens from drawing power from the
power supply (e.g., by power gating).

The multiple power supply tokens can each represent an
identical unit of power under which a device that checks out
the each power supply token is allowed to draw from the
power supply. Optionally, the multiple power supply tokens
can have at least two different subsets representing different
units of power under which a device that checks out a token
from the each subset is allowed to draw from the power
supply.

Invarious embodiments, the methods of operating the mul-
tiple-data-storage-devices enclosure can be implemented by
control circuitry within the enclosure, e.g., the components
described within the cartridge 200 of FIG. 2.

While processes or blocks are presented in a given order in
FIGS. 4-11, alternative embodiments may perform routines
having steps, or employ systems having blocks, in a different
order, and some processes or blocks may be deleted, moved,
added, subdivided, combined, and/or modified to provide
alternative or subcombinations. Each of these processes or
blocks may be implemented in a variety of different ways. In
addition, while processes or blocks are at times shown as
being performed in series, these processes or blocks may
instead be performed in parallel, or may be performed at
different times.

Itis understood that the use of relational terms, if any, such
as first and second, and the like are used solely for distin-
guishing one entity or action from another, without necessar-
ily requiring or implying any such actual relationship or order
between such entities or actions.

FIG. 12 is a block diagram illustrating a diagrammatic
representation of a computing device 1200 within which a set
of instructions, for causing the machine to perform any one or
more of the methodologies or modules discussed herein, may
be executed. For example, the computing device 1200 can be
part of the cartridge 100 of FIG. 1A, the cartridge 200 of F1G.
2, the data range processor module 302 or the front-end
network manager 310 of FIG. 3, the front-end subsystem 402
or one of the storage subsystems 404 of FIG. 4, the storage
front-end system 500 of FIG. 5, one of the clients 802, the
front-end subsystems 804 or the cartridges 810 of FIG. 8, or
any combination thereof, In alternative embodiments, the
machine may comprise or include a network router, a network
switch, a network bridge, personal digital assistant (PDA), a
cellular telephone, a Web appliance or any machine capable
of executing or transmitting a sequence of instructions that
specify actions to be taken. The computing device 1200 is
intended to illustrate a hardware device on which any of the
instructions, processes, modules and components depicted in
the figures above (and any other processes, techniques, mod-
ules and/or components described in this specification) can be
implemented. As shown, the computing device 1200 includes
a processor 1202, memory 1204, non-volatile memory 1206,
and a network interface 1208. Various common components
(e.g., cache memory) are omitted for illustrative simplicity.
The computing device 1200 can be of any applicable known
or convenient type, e.g., a personal computer (PC), server-
class computer or mobile device (e.g., smartphone, card
reader, tablet computer, etc.). The components of the com-
puting device 1200 can be coupled together via a bus and/or
through any other known or convenient form of interconnect.

One of ordinary skill in the relevant art will recognize that
the terms “machine-readable (storage) medium” or “com-
puter-readable (storage) medium” include any type of device
that is accessible by the processor 1202. The memory 1204 is
coupled to the processor 1202 by, for example, a bus 1210.
The memory 1204 can include, by way of example but not
limitation, random access memory (RAM), e.g., dynamic
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RAM (DRAM) and static RAM (SRAM). The memory 1204
can be local, remote, or distributed.

The bus 1210 also couples the processor 1202 to the non-
volatile memory 1206 and drive unit 1212. The non-volatile
memory 1206 may be a hard disk, a magnetic-optical disk, an
optical disk, a read-only memory (ROM), e.g., a CD-ROM,
Erasable Programmable Read-Only Memory (EPROM), or
Electrically Erasable Programmable Read-Only Memory
(EEPROM), a magnetic or optical card, or another form of
storage for large amounts of data. The non-volatile memory
1206 can be local, remote, or distributed.

The data structures, modules, and instruction steps
described in the figures above may be stored in the non-
volatile memory 1206, the drive unit 1212, or the memory
1204. The processor 1202 may execute one or more of the
modules stored in the memory components.

The bus 1210 also couples the processor 1202 to the net-
work interface 1208. The network interface 1208 can include
one or more of a modem or network interface. A modem or
network interface can be considered to be part of the comput-
ing device 1200. The network interface 1208 can include an
analog modem, ISDN modem, cable modem, token ring
interface, satellite transmission interface (e.g. “direct PC”),
or other interfaces for coupling a computer system to other
computer systems.

It is to be understood that embodiments may be used as or
to support software programs or software modules executed
upon some form of processing core (e.g., the CPU of a com-
puter) or otherwise implemented or realized upon or within a
machine or computer-readable medium. A machine-readable
medium includes any mechanism for storing or transmitting
information in a form readable by a machine, e.g., a computer.
For example, a machine-readable medium includes read-only
memory (ROM); random access memory (RAM); magnetic
disk storage media; optical storage media; flash memory
devices; electrical, optical, acoustical or other form of propa-
gated signals, for example, carrier waves, infrared signals,
digital signals, etc.; or any other type of media suitable for
storing or transmitting information.

This disclosure includes other aspects, elements, features,
and steps in addition to or in place of what is described in the
figures. These potential additions and replacements are
described throughout the specification. For example, some
embodiments involve a method of writing data through a data
range application programming interface (“API”) imple-
mented on a multiple-data-storage-devices cartridge (the
“cartridge”). The method includes receiving a write request
from a requester device, wherein the write request is a direct,
broadcast or multicast, or fanout message and includes a size
indication for a contiguous range of data; responsive to
receiving the write request, sending a response message to the
requester device indicating an intent to store the contiguous
range of data; receiving the contiguous range of data from the
requester device; powering on a target data storage device
from amongst data storage devices within the cartridge while
keeping at least another data storage device in the cartridge
powered down; and writing the contiguous range of data to
the target data storage device.

Inresponse to receiving the write request, the cartridge can
select the target data storage device from amongst the data
storage devices within the cartridge. The cartridge can send
the response message with a storage device identifier of the
target data storage device to the requester device. The car-
tridge can power on the target data storage device in response
to sending the response message. That is, unless the target
data storage device is already powered on.

The write request can indicate that the target data storage
device is selected by the requester device to store the contigu-
ous range of data. The requester device can be a storage
front-end system or a client device. Powering on the target
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data storage device can be responsive to receiving the write
request that indicates the target data storage device. That is,
unless the target data storage device is already powered on.
The cartridge can send failure risk factors for each of the data
storage devices within the cartridge to the requester device as
part of the response message. The cartridge can also specifi-
cally send a failure risk factor for the target data storage
device to the requester device as part of the response message
when the target data storage device is already identified by the
write request.

The cartridge can write the contiguous range of data by
writing to the target data storage device sequentially without
returning to a previously written memory section in the target
data storage device while the target data storage device has
been continuously powered on. The cartridge can write the
contiguous range of data without modifying data already
written in the target data storage device.

Some embodiments involve a method of reading data
through a data range API implemented on a multiple-data-
storage-devices cartridge. The method of reading data can
include: receiving a read request from a requester device,
wherein the read request is a direct, broadcast or multicast, or
fanout message and includes a data range identifier associated
with a contiguous range of data; responsive to receiving the
read request, determining whether the contiguous range of
data is found in the cartridge and which target data storage
device from amongst data storage devices within the cartridge
contains the contiguous range of data; powering on the target
data storage while keeping at least another data storage device
in the cartridge powered down; retrieving the contiguous
range of data from the target data storage device; and sending
the contiguous range of data to the requester device.

The data range identifier can include a spin group identifier
associated with member data storage devices across different
cartridges including the cartridge that received the read
request. The contiguous range of data is a data fragment
associated with other data fragments in other member data
storage devices across the different cartridges. The read
request may include a group identifier of a spin group such
that the cartridge can determine whether the contiguous range
of data is found in the cartridge by determining whether one
of'the data storage devices within the cartridge is in the spin
group. The cartridge can also determine which target data
storage device contains the contiguous range of data by deter-
mining which target data storage device is in the spin group.

Some other embodiments involve a multiple-data-storage-
devices cartridge. The cartridge can include: two or more data
storage devices; a data communication port to receive a data
connection to a computer network and to receive and supply
power to the multiple-data-storage-devices cartridge; a power
management circuitry for managing power supplied from the
data communication port to one or more of the data storage
devices; and control circuitry comprising memory storing
executable instructions and a computing component. The
computing component can be configured by the executable
instructions to execute any of the methods for reading and
writing data described above.

What is claimed is:
1. A method of fault monitoring data storage devices in a
first enclosure, the method comprising:

receiving a storage access request;

determining that a first data storage device is targeted by
the storage access request, wherein the first enclosure
includes two or more data storage devices including the
first data storage device;

performing an access operation in accordance with the
storage access request on the first data storage device;
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updating a record of a fault sensor assigned to the first data
storage device by monitoring the performing of the
access operation;

after updating the record of the fault sensor, determining

that a data protection process should be performed based
at least partly on the record of the fault sensor;

in response to determining that the data protection process

should be performed, selecting a second data storage
device that is part of a same synchronous device group of
data storage devices as the first data storage device,
wherein the second data storage device is in a second
enclosure; and

initiating the data protection process to copy data from the

first data storage device to the second data storage
device.

2. The method of claim 1, further comprising determining
a risk factor for failure associated with the first data storage
device based at least partly on the record of the fault sensor.

3. The method of claim 2, further comprising reporting the
risk factor associated with the first data storage device to at
least a storage front-end system.

4. The method of claim 3, wherein reporting the risk factor
is responsive to receiving the storage access request from the
storage front-end system.

5. The method of claim 2, further comprising modifying a
schedule to activate or deactivate the first data storage device
based at least partly on the risk factor.

6. The method of claim 2, wherein determining that the
data protection process should be performed comprises:

determining whether the risk factor surpasses a threshold.

7. The method of claim 1, wherein the access operation is
a write operation; and wherein updating the record includes
updating a write latency of the write operation.

8. The method of claim 1, further comprising activating the
first data storage device before performing the access opera-
tion; and wherein updating the record includes updating a lag
time for the first enclosure to access the first data storage
device after power is supplied to the first data storage device.

9. The method of claim 1, wherein the access operation is
a read operation; and wherein updating the record includes
updating a read latency of the read operation.

10. The method of claim 1, further comprising transmitting
the record of the fault sensor to at least a storage front-end
system.

11. A method of responding to a potential failure of a first
data storage device in a first enclosure, comprising:

determining a first risk factor of the first data storage

device;

determining whether the first risk factor surpasses a thresh-

old;

selecting a second data storage device that is part of a same

synchronous device group of data storage devices as the
first data storage device, wherein the data storage
devices of the synchronous device group are activated
together, wherein the second data storage device is in a
second enclosure, wherein the first enclosure and the
second enclosure each comprise a plurality of data stor-
age devices; and

initiating a data protection process to copy data from the

first data storage device to the second data storage
device.
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12. The method of claim 11, wherein determining the first
risk factor is based at least partly on performance monitoring
of the data storage device.

13. The method of claim 12, wherein the performance
monitoring includes maintaining a record of write access
latency, read access latency, activation latency, or any com-
bination thereof, of the data storage device.

14. The method of claim 11, wherein determining the first
risk factor is based at least partly on metering operations to
the data storage device.

15. The method of claim 14, wherein metering the opera-
tions includes maintaining a record of a storage access fre-
quency, a storage access count, a data throughput amount, a
total uptime, or any combination thereof, of the data storage
device.

16. The method of claim 11, wherein determining the first
risk factor includes receiving the first risk factor associated
with the data storage device from the multiple-data-storage-
devices enclosure that includes the data storage device.

17. The method of claim 11, wherein selecting the second
data storage device is based at least partly on a determining
that the second data storage device has a second risk factor
that indicates a lower chance of failure than the first risk
factor.

18. The method of claim 11, where selecting the second
data storage device is based at least partly on a determining
that the second data storage device has a second risk factor
that does not surpass the threshold.

19. The method of claim 11, where selecting the second
data storage device is based at least partly on a ranking of risk
factors of the data storage devices.

20. An apparatus comprising:

a processof,

data storage devices including a first data storage device;

and

anon-transitory machine-readable medium having instruc-

tions stored thereon which, when executed by the pro-
cessor, causes the apparatus to:

detect a storage access request;

determine that the first data storage device is targeted by the

storage access request;

perform an access operation in accordance with the storage

access request on the first data storage device;

update a record of a fault sensor assigned to the first data

storage device by monitoring the performance of the
access operation;

after updating the record of the fault sensor, determine that

a data protection process should be performed based at
least partly on the record of the fault sensor;

in response to a determination that the data protection

process should be performed, select a second data stor-
age device that is part of a same synchronous device
group of data storage devices as the first data storage
device, wherein the second data storage device is in a
second enclosure; and

initiating the data protection process to copy data from the

first data storage device to the second data storage
device.



